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--- Upon comencing at 10:27 a. m
KEVIN LO, SWVORN,
CROSS- EXAM NATI ON BY MR W NTON:
1 Q Good norning, M. Lo.
A Good nor ni ng.
2 Q M. Lo, in this proceeding, you

have sworn two affidavits, correct?

A That's correct.
3 Q The first affidavit was sworn on
April 2nd, 2015, correct?
A Correct.
4 Q And the second affidavit was sworn

on May 12th, 20157
A That is correct.

5 Q And you understand that when you
swear an affidavit that you are swearing to tell the
truth in your affidavits?

A | do.

6 Q You al so understand that, both in
your affidavits and during this cross-exam nation, it's
I mportant to be telling the truth?

A Yes, | do.

7 Q And you understand that the

evi dence you gave in your affidavits and that you are

giving today is for use in a court proceedi ng?
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A Yes.

8 Q And it's in your Exhibit B to your
affidavit, which you can turn up, you understand from
signing the acknow edgnent of expert's duty formthat,
anong other things, it's your duty to provide opinion
evidence that is fair, that's objective, and
nonpartisan, correct?

A | do.

9 Q You understand that's inportant in

your evidence, both in affidavit or today, in both

forms, that it's inportant to be forthcomng in the

evi dence?
A Yes.
10 Q Now, review ng your CV at Exhibit A
to your affidavit, | notice, in your consulting

experience, you list several different exanples of the
type of work you have perfornmed, correct?
A Yes.

11 Q Now, what | was | ooking for and
what | didn't find is have you testified as an expert
on i ssues concerning forensic investigations in the
past ?

A Yes, | have.
12 Q Okay. |Is that listed in your

consul ting experience?
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A It may or may not. | don't

remenber what version it is.

13 Q  kay.

A It may not, yeah. Actually, no,
there's a second-last bullet point there -- no, no,
actually, sorry. It may not be included, soin this --
yeah, but | have testified in -- | have testified as an
expert --

14 Q Ckay.
A -- before, yes.
15 Q Ckay.

A I n different occasions.

16 Q Ckay. But just not -- there

doesn't seemto be --
A No, not in there, yes.

17 Q Ckay. Now, |ooking through the
consulting experience, if we can start with the first
bullet point. |It's page 143 of the record. It's the
first page of your CV. It states you led the
el ectroni c data acqui sition procedures on a nunber of
civil search orders, referring to Anton Piller orders,
correct?

A That's correct.
18 Q And the data acquisition procedures

I nvol ves | guess inmaging hard drives?
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A That would be part of it, yes.

19 Q Ckay. What else would it involve?
A Wll, it's alittle bit wder scope
than that. So it's the -- essentially, it's the

i dentification of the forensic evidence and then the
preservation of the forensic evidence and then the
coll ection of the forensic evidence.

20 Q Right. Gkay. So those are the
steps that are simlar to, in this proceeding -- you
may or may not understand this from-- dependi ng how
much you have reviewed the record, but that's what was
performed back in July of 2014 when M. Myse's hard
drive was inmaged, correct?

A That's ny understanding, but | did

not conduct that procedure.

21 Q Ri ght .
A Yes.
22 Q Agreed. Ckay. But, simlarly, the

acqui sition of the evidence is through imaging of a
hard drive, and it's a simlar task as what you
descri be there?

A Typical ly, yes.

23 Q Right. Now, turning over to the

next page and the next bullet point, "Oversees Data
Preservation and Collection". 1Is that a simlar
n e@so n S www.neesonsreporting.com
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exerci se as what you are describing in the first
bul | et ?
A Very simlar, but this is nore in
t he context of electronic discovery.
24 Q Yes.
A Yeah. But the procedure is very
simlar.
25 Q And so we are tal king about, again,
I magi ng hard drives and preserving evi dence?

A That wll be part of the exercise,

yes.
26 Q Yes. Anything else as part of the
exerci se?
A Yeah. Meet and confer session,
di scussion with -- conme up with a litigation plan,

doi ng anal ysis of the data, that type of things.

27 Q And by "anal ysis of the data", you
mean for edi scovery purposes?

A For edi scovery purposes, Yyes.
28 Q Right. And so, simlarly, then,

the next bullet point, where you descri be "Managed a

nunber of docunent-scanning projects", then, again,

there, that is nore of an edi scovery-related task?
A. That's correct, yes.

29 Q And that is not sonmething that's
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simlar to what you were doing for this particular
engagenent ?
A Not that | know of, no.
30 Q Right. The next bullet point:

"Participated in an engagenent where
el ectronic surveillance (conputer
activity logging) and video surveillance
wer e conducted. "

Again, that's not tasks that are related
to this engagenent ?
A No.
31 Q Next bul | et point:

"Handl i ng of nonconputer data, such as
video and audi o, for investigative
pur poses. "

That's not a task that's related to this
engagenent ?

A No.
32 Q The next bul | et point:

"Acted as a third-party inspector
under Court order to preserve and
extract electronic data."
|s that simlar to the first point in

terms of -- like an Anton Piller order-type of

proceeding to image a conputer hard drive?
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A Yeah, but it's nore than that, as |

said. Preservation of the electronic data is only part

of the exercise. |It's not necessarily the only thing I
do.
33 Q Ri ght .
A Yeah.
34 Q So what el se would you do that

woul d be captured under that bullet point?

A Can you repeat that bullet point

t here.
35 Q It's the acted as a third-party
I nspect or.
A Ch, so | would be -- so | would
be -- act as neutral party where | will be taking --

conducting whatever instructed by nme through a conmon
agreed protocol .

36 Q Ckay. And so under that protocol,
you may be asked to run certain searches of the data
t hat was preserved?

A Searches, anal ysis, extraction.

37 Q Right. And not to dimnish it, but
the role is to execute searches that others assign to
you?

A That woul d be asked of ne, yes.

38 Q Yes. And those searches are asked
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of you, and then you conduct the searches and then

report back on the results?

A That woul d be correct, yes.
39 Q The next bullet point describes a
task. You:
"Advi sed a client (in-house counsel)
on conducting investigation of
enpl oyees' inappropriate behaviours."
A Yes.
40 Q | take it that's unrelated to the

task at hand in this engagenent?

A. No. There are sone simlarities.
41 Q How so?
A. Wll, it's -- it's a case where we

have to anal yze the forensic evidence to find out what
happened to certain piece of data that is relevant to
this -- to any particul ar case.

42 Q So you were analyzing a hard drive
In that case?

A Vell, it could be many hard drives,
could be also data fromnetwork servers, it could be
e-mail frome-mail servers, it could be a variety of
sources of el ectronic data.

43 Q Okay. Well, without asking you to

give too many specifics such that you are breaching

. ting.
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what ever obligations of confidence you have, | am

referring to the task described in this specific bullet

poi nt .

A Uhm hmm
44 Q So you said "could be, "could be,
“could be". | want to know what forensic tasks you

performed in relation to that bullet point.

A So we woul d investigate any, let's
say, nobile devices, so such as a smart phones or
tabl ets or nobile phones.
45 Q Yes.

A We woul d investigate -- do --
perform anal ysis on conputers --
46 Q Yes.

A -- that were assigned to certain
i ndividuals. W would be tasked to do anal ysis of
network data, so, for exanple, fromfile servers,
e-mai |l servers, and so on. And then we would conme up
wth a report that would come up with any of our
findi ngs.
47 Q kay. So in this case, you were
| ooki ng at the usage, the conputer usage, that a person
under investigation nade of their devices?

A That would be one of -- that could

be one of the tasks involved, yes.
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48 Q Ckay. Didit involve a forensic
review of imaged hard drives?
A Sonet i nes, Yyes.
49 Q Vel |, I'm asking about this

specific point, sir.
A Uhm hmm
50 Q | ' m not asking about what you do
sonetines; |'m asking about this one that you are
describing here in your CV. D d that involve a
forensic review of a hard drive?
A Yes.
51 Q Ckay. Now, | noticed in your CV
there's no reference to working on fraud
I nvestigations. Have you been specifically tasked with
wor ki ng on investigations where fraud is a conponent of
t he investigation?
A Yes, | have, yes, | have.
52 Q But that doesn't appear to be
listed on your CV.
A Yes, it was -- yeah. | can --
yeah. The CV may not be the npbst up-to-date docunent.
53 Q Understood. GCkay. Turning back to
your affidavit sworn April 2nd, 2015, you were
engaged by Paliare Roland, correct?

A Yes.
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54 Q Do you recall when you were first
retai ned by Paliare Rol and?

A | do not know right now. | have to
go back to our engagenent |letter or engagenent e-mail,
yes.

MR WNTON. Ckay. Well, maybe we can
go off the record and see if we can do that now rat her
t han by way of undert aki ng.

-- RECESS AT 10:40 --

-- RESUM NG AT 10:41 --

BY MR W NTON:

55 Q And | understand, from paragraph 6
of your affidavit, that your firmwas provided with
forensic inmages of -- it states relevant devices

bel onging to M. Myse for the purposes of your

anal ysis, correct?

A That's correct, yes.

56 Q And so you were provided with

I mges of both M. Myse's personal conputer? Yes?
A Yes.

57 Q And al so his nobile devices, his

I Pad and his smart phone?
A Yes.
58 Q But | think just to -- let's close

of f an avenue of questioning. For the purposes of the
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affidavits you have sworn, you did not analyze the
| mages of the nobile devices, correct?
A That's correct, yes.

59 Q kay. Now, fromwhomdid you
receive the copy of the forensic image of M. Myse's
personal conputer?

A From counsel of Paliare Rol and.

60 Q So it was Paliare Roland. Ckay.

And in what formwas it provided to you?

A Physical format. It's a conputer
hard dri ve.
61 Q Ckay. Was it provided in an
evi dence envel ope?
A It was in sone container. It
may -- it was in sone formof a pocket or plastic bag,
| i ke an anti-statistic bag, | believe, yes.
62 Q Ckay. And was it acconpanied by a

chai n of evidence fornf
A W sign off -- we have evidence
formto say when we took custody of the device.
63 Q Right. You have a formfor when

you t ook custody of the device --

A Yes.
64 Q -- but was there was a form handed
to you or is there a related formfor -- that showed
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where the device cane fromprior to you receivVing
custody of it?

A | have to get back -- | will have
to look into ny records, yes.

MR. WNTON: Ckay. Counsel, if there's
a--1'"dlike to have production of M. Lo's chain of
evi dence form but also any other chain of evidence
fornms that exist inrelation to this inmge.
uT MR. BORG OLIVIER:  Ckay.

BY MR W NTON

65 Q Do you know when the i nage was
created?
A | do not.
66 Q Are you aware of the circunstances

of what led to the creation of the imge?
A Yes, | do.
67 Q So what's your know edge of those
ci rcunstances?
A My knowl edge is that there is an

| ndependent solicitor supervisor.

68 Q Yes.

A. And then he -- it's ny belief that
the I'SS had retained a forensic firmto conducts the
forensic imging and collection of the -- of the
evi dence.
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69 Q Right. And for that purpose, an
I mge was created and provided to the I T expert

retained by the ISS, correct?

A That's ny understandi ng, yes.
70 Q That's your understandi ng?
A Yes.
71 Q Right. But that's not the actual

hard drive you anal yzed, correct? The hard drive that

was provided to the ISS |IT expert?

A | do not know the protocols between
the ISS and the -- and the forensic expert retained by
| SS.

72 Q Right. | guess what |'masking is
you were -- the physical hard drive you examned is, to

your understandi ng, not the sanme physical hard drive

t hat had been provided to the ISS expert?

A | do not have know edge to answer
t hat questi on.
73 Q  kay.
A Yes.

MR. WNTON:. Counsel, can you assist on
t hat ?

MR BORG QLIMIER | believe the answer
Is it's not, but | would have to get back to you on

specifically when the i nage was nade.
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MR WNTON.  Ckay.
MR BORG QLIVIER M understanding is
that a separate inmage was nade at the tinme for

M. Myse's counsel, but, as you know, we weren't
counsel at the tine, so | can get back to you with that
I nf or mati on.

MR WNTON. Right. | guess what |'m
trying to understand is how does it cone to pass that a
second image is retai ned by counsel and used for
counsel's purposes without -- when it doesn't appear to
have been pursuant to the Court order.

UT MR, BORG OLIVIER Ckay. | will make ny
best efforts to determne that and get back to you.

BY MR W NTON:

74 Q Thank you. And | wll ask -- this
Is nore directed to counsel than to you, M. Lo -- if a
copy of the image can be nade available to M. Misters
for his analysis.

U A MR BORG OLIVIER | will take that
under advi senent

BY MR W NTON:

75 Q Now, M. Lo, did you understand at
the tine you were performng the work that is the
subj ect matter of your two affidavits that you had

access to evidence that M. Miusters did not have access
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to?
A Through M. Musters' affidavit, |
t hink he did make nention of that, but, frankly, it
wasn't ny -- it wasn't ny -- it wasn't a big concern of
m ne, because that wasn't ny -- yeah.
76 Q So you didn't turn your mnd to the

question of whether or not it was possible for
M. Misters to access the sane conputer inmage that you
wer e anal yzi ng when you prepared your affidavit?

A That wasn't the scope of ny task.

77 Q No. It's not really about the
scope but just a question of your understanding that
you had access -- let nme back up for a second.

You understood you have access to an
I mage of M. Myse's conputer hard drive?
A That's right.

78 Q You understood that an inage had
al so been provided to an independent IT expert who was
not associated with Catal yst?

A That's ny under st andi ng.

79 Q Right. And you may not have turned
your mnd to it, but you understand now as well that
Catal yst and its expert do not have access to that
I mage. Correct?

A -- | just learned it now, yes.
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80 Q Ckay. As part of the investigation
or work you performed that led to the creation of
these -- swearing of these affidavits, did you have any

comuni cations with Brandon Myse?

A No.

81 Q You only conmuni cated wth counsel ?
A That's correct.

82 Q Now, in your experience as an |IT

expert, you're famliar with what information is
retai ned on conputers and what information is not
retai ned, correct?
A Yes.
83 Q And, for exanple, an Internet web
browser retains, in the normal course, a log of all the

websites that a user accesses through the browser?

A That wasn't the scope of this
report.

84 Q Yes.

A However, if you go away fromthis
report, generally, yes, there is record -- there are
records, yes --

85 Q Right. It's known as the web --

A -- of the web browser.

86 Q -- usually, people call it their

web history?
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A That -- yes, that's the generic
term yes.
87 Q You are famliar with that ternf
A Yes, | am
88 Q And you are aware that the history

log in a web browser would record, for instance, a
user's searching activity?
A Typi cal | y.
89 Q Right. Typically, when they visit,
for instance, the Google site?
A Once again, away -- totally away

fromthe scope of this report, but in a general

conputer -- in the general daily usage by regul ar user,
that would be the -- that may be the case, yes.
90 Q Right. And the search terns that

t he user uses within Google would be recorded in the
web history? You understand that?

A That may be true, yes.

91 Q Vell, in what circunstances woul d
it not be true?

A Vell, there are a variety of
things, right? For exanple, web browser may have
settings that disable |ogging, maybe.

92 Q Yes.
A Maybe. So, once again, | -- this
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I s outside the scope of this report, but

93 Q I "' maski ng you general questions
about forensic IT research.

A. kay. Yes.

94 Q If the browser disables the
| ogging, that's applicable to all the web browsing
activity that's being | ogged?

A. | believe so, yes.

95 Q So so long as the history is being
recorded, it's your understanding that that record
woul d al so include a record of Googl e searches being
conduct ed?

A It shoul d.

96 Q And you understand that if a user
del etes their web history, then they are deleting the
record of those searches?

A Can you repeat that question.

97 Q If a user deletes their web
hi story, they are deleting the record of their
searching activity?

A Yes.

98 Q And you understand that if a user
I s accessing Dropbox, the online storage service,

t hrough their web browser, then the web history would

record that activity, correct?
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A Yes.

99 Q And the web history would record
not only the fact that they accessed Dropbox, it would
al so record what Dropbox fol ders they were accessing?

A That woul d be -- commonly, that
woul d be the case.

100 Q Yes. And it would record the files
that the user viewed in Dropbox if they are using their
web browser to view those files?

A That may or may not be the case.

|*' mnot a hundred percent sure.

101 Q You are not sure about that?
A Yes.
102 Q Okay. Would you agree with ne

that, by deleting the web history, the user would al so
be deleting the record of their activity of accessing
Dr opbox?

A General |y, yes.

103 Q How woul d it not al so del ete that
activity?
A Once again, | haven't done -- in
this particular case, | didn't do any anal ysis on
Dropbox, so I'mjust making -- |I'manswering all these

questi oned based on ny general know edge.

104 Q Exactly. [I'monly asking for your
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general know edge, not based on your review of
M. Myse's hard drive, but, generally speaking, the
del etion of the web history also deletes the record of
activity of using Dropbox through a web browser?
That's correct?

A Yes.

105 Q |f a user is accessing gmail or
Hot mai | through their web browser, the web history |og
woul d record that activity, correct?

A Yes, it should, yes.

106 Q And, to your know edge, when it

records the user accessing gmail or Hotnmail, it also

records what e-mail nessages the user views?

A That may not be al ways the case.
107 Q When would it not be the case?
A | don't have any specific, but from
ny experience --
108 Q Yes.
A -- sonetines it's pretty
I nconsi stent what people can -- what Internet history

can show in ternms of web-based e-nmail can access.

109 Q But in sone cases, it can show the
e-mai | nessages that are being viewed in the web
br owser ?

A It can and cannot. Once again,
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It's not consistent.
110 Q But it can show the --
A As a possibility, yes.

111 Q Thank you. You agree wth ne that,
by deleting the web history, the user's also deleting
the record of their activity; that whatever has been
recorded in the web history for gmail or Hotrmail, that
activity has been del eted when the web history is
del et ed?

A That's correct.

112 Q Now, if you can turn to the second
affidavit sworn by Martin Miusters, and that is the
April 30th affidavit in the supplenentary notion
record. |It's at tab 2 of the record. Your counsel is
going to showit to you.

And you reviewed this affidavit prior to
swearing your second affidavit, correct?
A Yes, correct, yes.

113 Q And at paragraph 3 through to
paragraph 5, M. Misters' evidence is that cleaning up
the registry on a conputer does not help a user delete
their web history. Do you want to take a nonent and
revi ew t hose paragraphs?

A No, | see that.

114 Q You are famliar with that evidence
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fromM. Misters?
A Yes, | am yes, | am

115 Q Do you agree with that statenent
fromM. Misters, that general prem se, that cleaning
up the registry would not help a user delete their web
hi story?

A That's correct.

116 Q Now, we're going to continue to
speak generally for a second, but it relates to your
experience as a forensic IT investigator, and | just
want to make sure we -- everyone understands how the
t echnol ogy works.

In the normal course, when a user
del etes a folder using the ordinary Wndows del ete
function, you understand that does not actually delete
the file fromthe hard drive, correct?

A Yes.

117 Q What happens is it may prevent the
ordinary user frombeing able to access that file if it
has been -- if you enpty the recycling bin?

A Yes, generally.

118 Q General l y?
A Yes.
119 Q But the data itself is not actually
del et ed?
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A That -- in a general sense, yes.
120 Q Right. Instead -- and I'mgoing to
try to describe this in layman's terns, not too
technical terns -- what happens is by deleting it using

the ordinary function, it's telling the conputer that
the space on the hard drive previously occupied by that
file is now available to be overwitten, correct?

A That is correct.

121 Q But until that space on the hard
drive is actually overwitten, it's potentially
possi bl e to recover that data through a forensic
anal ysis of the hard drive?

A That is correct.

122 Q But if the data is, in fact,
overwitten, then it's highly unlikely that it can be
recovered?

A Yes. But with -- it all depends on
the overwiting. So sonetime -- if you take up all the

space, yes, that was avail able.

123 Q Right. If you take up all the
space that was used by the data --
A Yes.
124 Q -- the data woul d be unrecoverabl e?

A That's right. So a conplete

overwiting, yes.
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125 Q Conpl ete overwiting. And when
users are particularly concerned about ensuring their

data i s unrecoverable, they may overwite nore than

once?
A That would be -- yes, it can be
done, yes.
126 Q Right. The software that is used

to permanently, let's say, delete data often overwites
t hose sectors of the hard drive two, three, nultiple
times, correct?

A Depends on the software used,
depends what you choose. Some of them do have that
feature, yes.

127 Q Yes. Now, through the course of
this retainer, you becane famliar wth the software
program known as Secure Delete, correct?

A That is correct.

128 Q And you cane to understand that
Secure Delete is a tool that a user can use to
permanently delete data froma hard drive?

A According to the product
description, yes.

129 Q You have no reason to doubt the
accuracy of the product description?

A No.
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130 Q And in layman's terns or one m ght
refer to running a Secure Del ete-type programas w ping

or scrubbing the data? Are you famliar wth those

terns?
A Yes, | am
131 Q Do you use those terns around the
office sonetimes? Do you call it a scrubber?
A It's a genetic term It's a

day-t o-day conversation term yes.

132 Q Right. And a day-to-day
conversation term one mght use the term"scrubber" to
descri be a program such as Secure Del ete?

A. Yes.

133 Q So if | use that termin the course

of this examnation, you know what |I'mreferring to?
A Yes, | do.

134 Q Thank you. And in the case of
Secure Del ete, you understand that the program
overwites data that's being deleted with a random
sequence of characters?

A Yes.

135 Q The point of using a random
sequence of characters is then it is inpossible to tel
fromforensic review that the Secure Del ete program had

been run to del ete those sectors of the hard drive?
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A Not necessarily true.
136 Q Ckay. Wy not?
A Because sone software, they wll
| eave a distinct -- the randommess becones a distinct

signature where it could be ared flag in a forensic
exam nation that would tell nme that nmaybe a -- a delete
software, deletion software, were utilized.

137 Q But in that case, do you agree with
me, then, it's not a truly random sequence of
characters because it's al nost a repeated random
sequence of characters?

A No. It's -- once again, it all
depends. Sonetines, the randommess itself can be an
indication that it's -- initself is a pattern. The
randommess itself. That would indicate that a
software -- a deletion software was utilized.

138 Q Ckay. But if the randompattern is
not discernible in that way, then one could never tel
that the program had been used?

A Yes. That's a possibility.

139 Q Are you famliar with the random
sequence of data that's used by the Secure Delete
sof tware?

A | do not know the -- what kind of

random generator it uses, no.
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140 Q So you don't know whet her Secure
Delete is one of these prograns that |eaves what you
descri bed and what | w Il describe fromyour evidence
I's a signature random sequence versus a truly random
sequence that woul d be undi scernible?

A | did not conduct tests on that --
in that regard, so | cannot conment on it.

MR WNTON:. Ckay. Let's go off the
record for a second.

-- OFF THE RECORD - -

BY MR W NTON:

141 Q And | assume -- correct me if I'm
wong, M. Lo -- that in the course of this retainer
that led to the creation of your affidavits, you were
not asked to exam ne the inmage of M. Myse's personal
conputer to attenpt to detect a discernible random
pattern of the data?

A No -- hmm no. That -- nore
specifically, we were asked -- as outlined in this
affidavit, we were asked to determ ne whether or not
the Secure Delete software was utilized. That's one of
t he things.

142 Q Right. And | understand that. But
| guess in the course of that retainer, what you did

not do is analyze the data on the hard drive to | ook

. ting.
eesons 10 ST S

Page 32



http://www.neesonsreporting.com

© 00 N o o B~ W N -

N R N R N I T T R R e
g A W N P O © 0 N O O A W N B O

The Catalyst Capital Group Inc. v. Brandon Moyse et al
LO, KEVIN on May 14, 2015 Page 33

for telltale random sequences of data?

A No, that's -- no. As part of the
task to determne if Secure Delete was utilized, we
| ooked for red flags. So such as the -- one of them
woul d be the patterns that you just nentioned --

143 Q Yes.

A -- to see if there's any evidence
to show that a scrubber, like, the termthat we agreed
to establish, was utilized.

144 Q Where is that stated in your
affidavit?

A Wll, the -- let me see. Let's go
back to nmy affidavit.

145 Q Yes. Sure.
A |t woul d be paragraph 11.
Actually, in the general section of -- that is -- would

be the indicator is saying that that was all that was
asked of nme to do.

146 Q And | want to distinguish, sir,
bet ween what was asked of you and what you did. So |
understand you were asked to provide your own anal ysis
and to provide an opinion on the concl usions of
M. Misters' affidavit.

A That's correct.

147 Q And you were asked to provide an
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opi nion on the evidence fromthe 1SS report in relation
to the Secure Delete folder; that's correct?

A That is correct, yes.

148 Q But what your affidavit does not
state is that you reviewed the hard drive and | ooked
for telltale signs of random sequences of data?

A No. The Court -- as | stated
earlier, one of nmy tasks was to determne if the Secure
Del ete application was utilized, and part of that
exercise to determne if the programwas utilized is
also to look for telltale signs, red flag, that -- that
a -- that the software was utilized, and then that
woul d be random sequence or certain patterns of
overwiting occurred.

149 Q Sir, nmy question to you is that
information is not put forth in your affidavit?

A Yes, that's correct, yes.

150 Q Right. Your affidavit nakes no
reference to telltale signs of random sequences of
dat a?

A That's because there's nothing to
report. So it doesn't nean that we didn't look at it.
151 Q Your affidavit does indicate that

you | ooked at the Secure Delete log on M. Myse's

conput er?
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A That's one of the thing that we
have done, yes.

152 Q Right. And there is nothing to
report; there is no findings fromthe Secure Del ete | og
that led you to believe he had run the Secure Del ete
program correct?

A That's one of -- yes.

153 Q Right. There is no nention in your

affidavit that you | ooked for random sequences of data?
A That's correct.

154 Q And in any event, you'll agree with
me that if the Secure Del ete program does not |eave
telltal e random sequences of data, then the fact that
you didn't see any is not indicative of the fact that
it was or was not run?

A Can you repeat that, please.

155 Q Sure. You'll agree with ne that
the fact that you did not find any of these telltale
random sequences of data may not be indicative of
whet her or not the programwas run?

A That on its own, yes.

156 Q Because you don't know whet her

Secure Delete |leaves a telltale sign --
A That's correct.

157 Q -- or whether it leaves a truly
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random sequence?
A That's correct.

158 Q Now, M. Lo, if the purpose of your
retainer was to conduct this independent anal ysis of
the conclusions of M. Misters and the |ISS expert, and
you were swearing an affidavit that set out all the
evi dence you relied upon to support your opinion that
you believe M. Misters -- M. Myse had not run the
Secure Del ete programto delete files, why did you
| eave out the nention of the fact that you | ooked for
telltal e random sequences of data?

A As | said before, forensic analysis
I's an exercise where we would | ook for a nunber of
things. So at this -- in this particular case, we did

not see any telltale sign that would raise nmy alarm

that | should | ook deeper intoit. So it was a -- it
wasn't -- we just don't think it's needed to be
reported.

159 Q Ckay. How many hours were spent

reviewing the hard drive looking for telltale random
sequences of data?

A Once again, it's not a specific
task where we would be doing it. Wenever we do a
forensic analysis on a conputer hard drive imge, we

woul d be doing many things. W could be doing many
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different things at once. So if you ask nme to tell you

exactly how many m nutes | spent just |ooking for

random patterns, | cannot tell you. Because from our
experience, we could tell -- we could see things that
It may be out of line, out of -- out of norm and those

woul d be red flags, and | can't tell you how many

m nutes | spent to | ook for those.

160 Q Well --
A W -- based on our experience.
161 Q Okay. What's the capacity of the
hard drive you anal yzed?
A | do not have that report right now
on nme.
162 Q Ckay.
A. But | can get that for you in -- if

|''m given a chance to.

MR WNTON:. Let's go off the record for

a second.
-- OFF THE RECORD - -
BY MR W NTON:
163 Q So just while we were off the

record, we determ ned that, for the purposes of ny
question -- the question I"'minterested in, M. Lo, is
how nmuch data was witten onto the hard drive that was

bei ng anal yzed? | understand that what we are going to
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dois, while I'"mcontinuing with your exam nati on,
soneone W Il call your office and try to get that
information to ne --
A Yes.
164 Q -- and | will have sone questions

to follow up on once we get that information, okay?

A Ckay.

165 Q So let's just park that issue.
A Ckay.

166 Q Pendi ng that answer. Thank you.

Now, turning to paragraph 13 of your
affidavit, you state that you ran Secure Delete on a
test conputer, and that's a defined term That just
refers to a Mcrosoft Wndows conputer. Do you see
t hat ?

A Yes, | do.

167 Q And is that a conputer that's owned

and controlled by your firn®

A It is.
168 Q It's not a conputer that had | oaded
up M. Myse's --

A No, not in this case.
169 Q -- hard drive? And in

paragraph 13, you state that, when you | aunched Secure

Del ete, a folder naned "Secure Del ete" was created and
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you gave a file path. The file path includes a

backsl ash, users, backslash, Brandon Myse, backsl ash,
appdata, and then we wll just -- and continues from
there, and ends with a backsl ash, Secure Del ete.

Ri ght ?

A That's correct, yes.

170 Q So how does Brandon Myyse becone

part of the file path on a conputer that's owned and

operated by your firnf

A So allow ne to clarify that
par agr aph.
171 Q Sure.
A So the task we have perforned is
twofold. So, one, we would -- froma forensic inmge,

we make a copy of a forensic inage so it is an exact
copy of the forensic inage. Wth that inmage, we can --
we have the ability to launch it in -- as a -- what we
call a virtual environment. So -- and under this
virtual environnent, we can run tests as if we are
runni ng on Moyse's conputer; however, we do not nake
any changes to the forensic evidence. That's
assimlation.

The second part of it is we al so conduct
this test on a clean, freshly installed Mcrosoft

Ofice environnment.
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So that's why this -- | apol ogize, this
par agraph seens a little bit confusing, but | want to
clarify on the record that's what we did. That's the
step we took.

172 Q Gkay. But ny understandi ng woul d
be that, in a clean Mcrosoft environnment that has
nothing to do wwth M. Myse's forensic imge --

A Yes.

173 Q -- the file path shouldn't have
M. Myse's nane at user, correct?

A. That is correct.

174 Q So is there --
A But, once again -- once again, that
Is the result of us nounting -- it's a forensically

sound net hod of nmounting a copy of the Myse's forensic
i mge. Fromthat image, we nount it as a virtual -- a
virtual machine environment, which we can sinulate
actions as if we were right in front of the actual
conputer of M. Myse.

175 Q | understand that. But |I'm-- what
| took from paragraphs 12 and 13 was that, separate and
apart fromany nounting of M. Myse's inmage, you had
installed Secure Delete on a conpletely unrel ated
conput er?

A That's right. It's two different
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t hi ngs, vyes.
176 Q Right. And on that other unrelated

conputer, a folder was created, correct?

A Can you repeat that question.

177 Q On that other conputer.

A "Qther", neaning the one with the
freshly clean -- yes.

178 Q The fresh conputer.
A Yes, yes.

179 Q Let's call it the fresh conputer
A Yes. (Kkay.

180 Q Ckay. On the fresh conputer on

whi ch Secure Delete was installed, you | aunched the
Secure Del ete progran?
A Uhm hmm

181 Q Can you say "yes" for the record.
A Yes.

182 Q And you're telling me that the file
path on the fresh conputer included Brandon Myse as a
user?

A It would not, it would not.
183 Q Right. So the file path reproduced

In paragraph 13 is not the file path that was created
by the test conputer, correct?

A. That is correct, yes.
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184 Q Ckay. And in paragraph 14, you
state that you attenpted to determ ne whet her you coul d
reach any conclusion as to whether or not M. Myse had
used Secure Delete to delete files fromhis conputer.

That was your task, correct? Paragraph 14?

A Yes. |I'mlooking at it right now.
185 Q Yes.

A Yes.
186 Q And, in essence, that is what the

pur pose of your retainer was was to nake this
determ nation as to whether you could reach any
concl usions as to whether or not M. Myse had used
Secure Delete to delete files fromhis conputer?

A That's correct.
187 Q And let's junp forward to
par agraph 20. After conducting the analyses that are
descri bed between paragraphs 14 and 19, you reached a
concl usi on at paragraph 20(b) that the Secure Delete
programon M. Myse's conputer was not used to delete
files or folders fromthat conputer, correct?

A That is correct, yes.
188 Q That is your conclusion at the tine
you swore the affidavit?

A That is correct, yeah.

189 Q Does that remain your concl usion
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t oday?
A Yes, it does.

190 Q I n your affidavit, the conclusion
I's based on the fact that the Secure Delete | og on
M. Myse's conputer did not sunmmarize any del etion
activity, correct?

A Actual ly, we cannot |ocate a |og
that woul d indicate any del etion.

191 Q Vell, you attached a Secure Del ete
|l og as Exhibit D to your affidavit, so why don't we
turn to that. You mght want to put a finger at
Exhibit Dto your affidavit, and then -- okay. And
t hen al so | ook at paragraph 18.

A. 18, vyes.

192 Q Right. And so | guess you are
right. You refer to the Secure Delete log. That's the
information that would exist in the registry on his
conputer if there had been --

A. Del et i on.

193 Q -- del etion?
A Yes.
194 Q And what you rely on, | guess, is

the fact that there is nothing in the log, right? That
was one fact you relied on?

A There's no | og.
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195 Q There was no | og?

A No | og, yes.
196 Q Right. And you reproduce here the
screen shot at -- here, at Exhibit D to your affidavit,
It's the screen shot of the system summary for Secure

Del ete that was on M. Myse's conputer, correct?

A That's correct, yes.
197 Q VWi ch shows that no w ping had been
perforned?

A That's correct.
198 Q And it was based on the absence of

a Secure Delete log and the information in the system
sunmmary that led you to reach the conclusion set out in
par agraph 20(b) of your affidavit?

A That's correct.

199 Q And in your affidavit, those are
the only facts that you rely upon to support that
concl usi on?

MR. BORG OLIVIER There's the bal ance
of the affidavit.
BY MR W NTON:

200 Q Right. But | -- the balance of the
affidavit sets out what he did, but I just want to make
sure | understand the basis --

A Can you repeat that statenent,
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t hen.

201 Q -- the basis for your conclusion,
the only basis for the conclusion, was the absence of
the Secure Delete log and the information in the system
sumary?

A Yes.

202 Q Now, you recently revi ewed

M. Misters' April 30th, 2015, affidavit?
A April 13th.

203 Q That's the one fromthe
suppl enentary record there, and that's at tab 2,
towards the very back of the supplenentary record.

A Thank you. Yes.

204 Q You recall reviewing this affidavit

prior to swearing your second affidavit, correct?
A Yes.

205 Q And starting at paragraph 8 of
M. Musters' April 30th affidavit, continuing to
paragraph 19, M. Misters sets out a sequence of steps
that a user can take to delete the Secure Del ete |o0g
fromone's registry, right?

A That's -- yes.

206 Q And in doing so, essentially reset

the system sunmary for Secure Delete, correct?

A Yes.
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207 Q And you agree with me that a user
who takes those steps -- you don't disagree with the
steps that M. Musters says he took and the data -- it
had that cause and effect on the Secure Del ete?

A | believe so. | did not replicate

his exercise, but | believe -- | have no -- yeah,

have no reason to doubt what he said.

208 Q Okay. Let nme just -- so you didn't

attenpt to replicate what M. Misters did? You did not
attenpt to do that?

A No.
209 Q But you have no reason to doubt the
accuracy of what he says he did?

A If for -- yes.

MR WNTON: Let's go off the record for

one second.
-- OFF THE RECORD - -
BY MR W NTON.
210 Q Now, let's talk about the registry

for a second, because, as | understand the evidence
fromyour second affidavit, you were suggesting in this
second affidavit sworn May 12th, 2015, that you

concl uded M. Myse had not used the Registry Editor to
del ete data fromthe registry on his conputer, correct?

That's what you concl uded here?
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A We found no evidence, yes.
211 Q That's right. So you found no
evi dence that he had used the Registry Editor?
A That's right.
212 Q And to support this conclusion that

there was no evidence, you refer to the fact that the
nmetadata for the Registry Editor showed the system
default dates, correct?

A Yes.

213 Q And after swearing this affidavit,
you had an opportunity to reviewthe third affidavit
fromM. Misters?

A That's correct, yes.

214 Q The affidavit of M. Misters sworn
yesterday, May 13th, explains how the netadata for the
Regi stry Editor, by default, is not updated in Wndows

operating systens, correct?

A That's correct, yes.
215 Q You know that to be the case
yoursel f?
A Now | do.
216 Q You didn't know that before you

swore your affidavit?
A. It did not occur to ne at that

tinme.
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217 Q It did not occur to you at the
tinme?
A That's correct.
218 Q Was it a fact -- nowthat it's been

brought to your attention, is that a fact that you may
have known prior to swearing your affidavit and may
have just forgotten?

A Exactly. | may have known and it's

just at that particular point in tinme it didn't occur

to ne.
219 Q Ckay.
A Yes. W failed to run a
conparative analysis, which we -- if we were have given
the tine to run a -- conduct a conparative analysis, we

woul d have used a better exanple of why we believe
M. Myse did not use the Registry Editor program
220 Q Ckay. In your affidavit, you rely
on the netadata and the absence of change in the
met adata, correct?
A Can you repeat that.
221 Q In your affidavit, this second
affidavit of yours --
A Yes.
222 Q -- you are referring to the absence

of the netadata? The |ack of change to the netadata?
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A That's correct.
223 Q But do you agree with the
information in M. Misters' affidavit that that
I nformation is not probative, positive or negative, as

to whether the Registry Editor was, in fact, used?

A | agree.
224 Q So now if we go back to your first
affidavit.
A Yes.
225 Q Do you agree with ne that the

absence of a Secure Delete | og and the absence of any
record of activity in the system summary is not
conclusive as to whether or not a user ran Secure
Del ete on M. Moyse's conputer to delete files or
f ol ders?

A It's not conclusive to show -- can

you repeat that statenent, please.

226 Q Sure. It's a bit of a double
negative --

A Yes.
227 Q -- but the point is it's not

concl usive to support the conclusion you reach at
20(b), which is that the conputer was not used to
delete files or folders.

A No. | still stand by 20(b). |
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still stand by that.

228 Q Ckay. Well, M. Lo, it's possible
that the Secure Delete | og had been del eted?
A But we have no evidence to show
t hat .
229 Q And the reason we have no evi dence

I s because the registry doesn't record evidence of
del etions, manual deletions, fromthe registry,
correct?

A But that yet we did not find any
evi dence that Registry Editor was run.

230 Q Right. Because Registry Editor
doesn't record evidence that it was run, correct?

A No. There are other records on the
conput er which would indicate Registry Editor was run.

231 Q None of those are in the record
before us, are they?

A Not on -- not recorded in
affidavit, but after M. Misters' last affidavit, we
took -- we took another |ook. W |ook at other
forensic evidence on the conputer that would indicate
operation of the Registry Editor, and we found none.

232 Q Ckay. Well, we don't have the
benefit of any evidence of those, and we have no way to

test that. So you are telling nme that sonmetinme in the
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past 24 hours you ran additional tests on M. Myse's
I mge?

A That is true, yes, yes.
233 Q All right. And, again, this is an
I mge that M. Misters does not have access to?

A | don't know what M. Misters have
and have not, but | --

MR WNTON: Ckay. Counsel, do we agree
M. Misters doesn't have access to it?

MR BORG OLIVIER W do agree with

t hat .
BY MR W NTON:
234 Q Ckay. So you accept that now?
A Ckay. | accept that now, yes.
235 Q Right. Gkay. And so based on

these other tests that aren't described in your
affidavit that you ran, you are now sayi ng agai n that
the Registry Editor wasn't used?
A We still found no evidence that the
Regi stry Editor was run.
236 Q Gkay. You found no evidence that
the Registry Editor was used?
A Yes.
237 Q And that's the highest that you can

put it at: That you have no evidence that the Registry
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Edi tor was used?

A That's correct.

238 Q Ckay. You can't state here today
concl usively the Registry Editor was not used?

A | have found no evidence that the
Regi stry Editor was --

239 Q Right. And so that's why |I'm
putting it a different way. You cannot state today
conclusively that it was not used?

A | prefer the statenent that | found
no evidence that it was run.

MR WNTON. That's fine. Let's go off
t he record.

-- OFF THE RECORD - -

MR WNTON. So just to clean up a
question fromearlier on in the cross-exam nation,
Counsel, | understand fromwhat you told nme while we
were off the record that your firmretained M. LO'Ss
firmon or about February 20th, 2015, correct?

MR BORG OLIVIER That's correct. And
that's the best we can figure out while sitting here at
this point. If | find anything that turns out that's
incorrect or if | can further refine that, I wll |et
you know, of course.

MR WNTON: That's fine. The on or
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about February 20th is fine for ny neans. Thank you.

So if we can go back off.

-- RECESS AT 11:28 --

-- RESUM NG AT 11:41 --

BY MR W NTON
240 Q So while we were off, we got a
response to the question | had asked earlier regarding
t he capacity of the hard drive and how nuch data was
usi ng up that capacity, and just to clarify, |
understand, M. Lo, that the hard drive itself has a
capacity of approximately 750 gi gabytes?

A Uhm hmm

241 Q Yes?
A Yes.
242 Q And | understand that, fromthe

anal ysi s conducted by your firm you determ ned that
approxi mately 150 gi gabytes of that capacity was used
up with or taken up with data on the hard drive?

A That's correct, uhm hmm vyes.

243 Q And so in review ng 150 gi gabytes
of data to | ook for random sequences of data witing,
you woul d agree with ne that would take a consi derabl e
amount of time?

A. Yes and no. The reason why | say

yes and no is if you were to | ook at every single byte
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for randommess, yes, that would take a long, long tineg;
however, we are, at this point, once again, going back
to the point that we | ook for generically known as red
flag, if -- because out of that, we could -- through
our forensic software, we could quickly scan through
the bits and bytes and determne if we see certain
random patterns or just patterns that would be -- that
woul d call for our attention, and we did not see any.
244 Q Okay. But you don't recall exactly
how nuch tinme was spent doing that anal ysis?

A No, | do not.

MR WNTON:. Ckay. Well, | don't think
there are any undertaki ngs outstandi ng.

MR BORGOLIVIER | think there are.

MR WNTON:. Are there?

MR BORG QLIVMIER Yes. W have
undertaken | think to produce the chain of evidence.

MR, WNTON. Right.

MR BORG OLIVIER And to advise on how
we ended up with a separate inmage of the hard drive.

MR WNTON: Right.

MR BORG OLIVIER: And we've taken under
advi senment the question of whether we would provide a
copy of the image to M. Misters for anal ysis.

MR WNTON. Ckay. Subject to the
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answers to those questions, this cross-exam nation is

concl uded.

MR BORG QOLIVIER |'ve just got a few
In re-exam

MR WNTON: | just want to nake it
clear, before you -- | want to have a chance to

possi bly object, given the prol onged absence during the
br eak.

MR BORG OLIVIER That's fine. Yes.

MR WNTON:. | understand he's going to
answer anyways, but let nme at |least see if | register
an obj ection.

MR BORG OLIVIER Yes. Let's go off
the record for a second.

-- OFF THE RECORD - -

RE- EXAM NATI ON BY MR BORG QLI VI ER

245 Q M. Lo, you recall M. Wnton was
aski ng you questions about your nobst recent affidavit
and the one fromM. Misters that cane in yesterday?

A That's correct.

246 Q And M. Wnton asked you certain
questions pertaining to the nmetadata, which may or may
not show use of the Registry Editor progran?

A That's right.
247 Q And you agreed with M. Wnton that

. ting.
eesons 10 ST S


http://www.neesonsreporting.com

© 00 N o o B~ W N -

N R N R N I T T R R e
g A W N P O © 0 N O O A W N B O

The Catalyst Capital Group Inc. v. Brandon Moyse et al
LO, KEVIN on May 14, 2015 Page 56

M. Musters was correct in noting that the netadata in
the Wndows environnment wouldn't reflect the use of the

Regi stry Editor?

A Yes.
248 Q And you recall that you told
M. Lo (sic) that there was -- that there were other

steps that could be taken to determ ne whether the
Regi stry Editor program had been run?

A That's correct.
249 Q Ckay. And | don't believe
M. Wnton asked you, so | would |ike to ask you what
sort of other steps were you referring to there,.

MR WNTON: That's okay.

THE WTNESS: (Ckay. So, once again, on
a Wndows conputer, "Wndows conputer” neaning a
conputer that runs a Wndows operating system there
are many evidence or references that would point to the
| aunch or use of any applications or access to certain
files, and one of those would be called link files.
Link files are basically like shortcut files that
would -- it's kind of Iike a recording that points to
applications that were used or docunents that were
accessed, that type of things.

So inthis particular case, we took a

second | ook in response to M. Misters' |atest
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affidavit and to see if we could identify any evidence
show ng the usage of Registry Editor on the link files
record, and we did not find any.

BY MR- BORG QLI VI ER

250 Q And what woul d you expect to see if
the Registry Editor had been run in the link files? |Is
it alink files progran? How do we refer to it?

A No. Link files is a feature of the
operating system Al it is is provide kind of |ike
efficient shortcuts for user to know sone of the paths,
documents, that have been accessed, as | said before,
or application that was used.

251 Q And what woul d you expect to see
there if the Registry Editor program had been run?

A | would -- | would -- | would
expect sonme references to the [aunch of the Registry
Edi tor executable recorded in the link files.

252 Q And how far back in tinme wuld
those link files be recorded?

A From ny nenory, we believe we have
seen applications as far back as 2012 that was recorded
inthe link file analysis -- inthe link files records.

253 Q So what conclusions, if any, do you
draw fromthat?

A Based on our analysis of the link
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file records, we do not see any evidence that the
Regi stry Editor was used.

254 Q Ckay. And you'll recall that the
software suite that was referred to that includes,
anong ot her things, the Secure Del ete programwas known
as the Advanced System Optim zer. Do you recall that?

A Yes, | do. In fact, | think
recorded that on ny first affidavit, yes.

255 Q Okay. And do you see any evi dence
among the link files that that programwas used?

A Yes, | do.

MR BORG OLIVIER. Those are ny
questions in re-exam M. Wnton.

MR WNTON. Ckay. | do have sone
questions arising out of that.
CRCSS- EXAM NATI ON BY MR W NTON:  (Cont' d)
256 Q You conducted your second | ook

yest er day?

A After we received Ms. -- yes, SO
that woul d be yesterday, | believe, yes. Yes, that's
correct.

257 Q You didn't conduct this analysis,

you say, regarding the link files prior to swearing
your May 12th affidavit, correct?
A No.
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258 Q Ckay. You understood at the tine

you were swearing an affidavit in response to

M. Musters' affidavit that you were providing evidence

as to whether or not the information in M. Misters'

affidavit was accurate, correct?
A Whi ch - -

259 Q The second one.
A The second one.

right, vyes.

Yes, yes, that's

MR. WNTON. No further questions.

--- Wereupon the cross-exam nation concluded at 11:49
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REPORTER S CERTI FI CATE

|, TERRY WOOD, RPR, CSR, Certified
Short hand Reporter, certify;

That the foregoi ng proceedi ngs were
taken before ne at the tinme and place therein set
forth, at which tinme the witness was put under oath by
e,

That the testinony of the wtness and
all objections made at the tine of the exam nation were
recorded stenographically by ne and were thereafter
transcri bed;

That the foregoing is a true and correct

transcript of ny shorthand notes so taken.

Dated this 21st day of My, 2015.

Terry Wood

NEESONS
PER. TERRY WOOD, RPR, CSR
CERTI FI ED COURT REPORTER
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          1   --- Upon commencing at 10:27 a.m.



          2                  KEVIN LO, SWORN;



          3                  CROSS-EXAMINATION BY MR. WINTON:



          4    1             Q.   Good morning, Mr. Lo.



          5                  A.   Good morning.



          6    2             Q.   Mr. Lo, in this proceeding, you



          7   have sworn two affidavits, correct?



          8                  A.   That's correct.



          9    3             Q.   The first affidavit was sworn on



         10   April 2nd, 2015, correct?



         11                  A.   Correct.



         12    4             Q.   And the second affidavit was sworn



         13   on May 12th, 2015?



         14                  A.   That is correct.



         15    5             Q.   And you understand that when you



         16   swear an affidavit that you are swearing to tell the



         17   truth in your affidavits?



         18                  A.   I do.



         19    6             Q.   You also understand that, both in



         20   your affidavits and during this cross-examination, it's



         21   important to be telling the truth?



         22                  A.   Yes, I do.



         23    7             Q.   And you understand that the



         24   evidence you gave in your affidavits and that you are



         25   giving today is for use in a court proceeding?
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          1                  A.   Yes.



          2    8             Q.   And it's in your Exhibit B to your



          3   affidavit, which you can turn up, you understand from



          4   signing the acknowledgment of expert's duty form that,



          5   among other things, it's your duty to provide opinion



          6   evidence that is fair, that's objective, and



          7   nonpartisan, correct?



          8                  A.   I do.



          9    9             Q.   You understand that's important in



         10   your evidence, both in affidavit or today, in both



         11   forms, that it's important to be forthcoming in the



         12   evidence?



         13                  A.   Yes.



         14    10            Q.   Now, reviewing your CV at Exhibit A



         15   to your affidavit, I notice, in your consulting



         16   experience, you list several different examples of the



         17   type of work you have performed, correct?



         18                  A.   Yes.



         19    11            Q.   Now, what I was looking for and



         20   what I didn't find is have you testified as an expert



         21   on issues concerning forensic investigations in the



         22   past?



         23                  A.   Yes, I have.



         24    12            Q.   Okay.  Is that listed in your



         25   consulting experience?
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          1                  A.   It may or may not.  I don't



          2   remember what version it is.



          3    13            Q.   Okay.



          4                  A.   It may not, yeah.  Actually, no,



          5   there's a second-last bullet point there -- no, no,



          6   actually, sorry.  It may not be included, so in this --



          7   yeah, but I have testified in -- I have testified as an



          8   expert --



          9    14            Q.   Okay.



         10                  A.   -- before, yes.



         11    15            Q.   Okay.



         12                  A.   In different occasions.



         13    16            Q.   Okay.  But just not -- there



         14   doesn't seem to be --



         15                  A.   No, not in there, yes.



         16    17            Q.   Okay.  Now, looking through the



         17   consulting experience, if we can start with the first



         18   bullet point.  It's page 143 of the record.  It's the



         19   first page of your CV.  It states you led the



         20   electronic data acquisition procedures on a number of



         21   civil search orders, referring to Anton Piller orders,



         22   correct?



         23                  A.   That's correct.



         24    18            Q.   And the data acquisition procedures



         25   involves I guess imaging hard drives?
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          1                  A.   That would be part of it, yes.



          2    19            Q.   Okay.  What else would it involve?



          3                  A.   Well, it's a little bit wider scope



          4   than that.  So it's the -- essentially, it's the



          5   identification of the forensic evidence and then the



          6   preservation of the forensic evidence and then the



          7   collection of the forensic evidence.



          8    20            Q.   Right.  Okay.  So those are the



          9   steps that are similar to, in this proceeding -- you



         10   may or may not understand this from -- depending how



         11   much you have reviewed the record, but that's what was



         12   performed back in July of 2014 when Mr. Moyse's hard



         13   drive was imaged, correct?



         14                  A.   That's my understanding, but I did



         15   not conduct that procedure.



         16    21            Q.   Right.



         17                  A.   Yes.



         18    22            Q.   Agreed.  Okay.  But, similarly, the



         19   acquisition of the evidence is through imaging of a



         20   hard drive, and it's a similar task as what you



         21   describe there?



         22                  A.   Typically, yes.



         23    23            Q.   Right.  Now, turning over to the



         24   next page and the next bullet point, "Oversees Data



         25   Preservation and Collection".  Is that a similar
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          1   exercise as what you are describing in the first



          2   bullet?



          3                  A.   Very similar, but this is more in



          4   the context of electronic discovery.



          5    24            Q.   Yes.



          6                  A.   Yeah.  But the procedure is very



          7   similar.



          8    25            Q.   And so we are talking about, again,



          9   imaging hard drives and preserving evidence?



         10                  A.   That will be part of the exercise,



         11   yes.



         12    26            Q.   Yes.  Anything else as part of the



         13   exercise?



         14                  A.   Yeah.  Meet and confer session,



         15   discussion with -- come up with a litigation plan,



         16   doing analysis of the data, that type of things.



         17    27            Q.   And by "analysis of the data", you



         18   mean for ediscovery purposes?



         19                  A.   For ediscovery purposes, yes.



         20    28            Q.   Right.  And so, similarly, then,



         21   the next bullet point, where you describe "Managed a



         22   number of document-scanning projects", then, again,



         23   there, that is more of an ediscovery-related task?



         24                  A.   That's correct, yes.



         25    29            Q.   And that is not something that's
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          1   similar to what you were doing for this particular



          2   engagement?



          3                  A.   Not that I know of, no.



          4    30            Q.   Right.  The next bullet point:



          5                    "Participated in an engagement where



          6                  electronic surveillance (computer



          7                  activity logging) and video surveillance



          8                  were conducted."



          9                  Again, that's not tasks that are related



         10   to this engagement?



         11                  A.   No.



         12    31            Q.   Next bullet point:



         13                    "Handling of noncomputer data, such as



         14                  video and audio, for investigative



         15                  purposes."



         16                  That's not a task that's related to this



         17   engagement?



         18                  A.   No.



         19    32            Q.   The next bullet point:



         20                    "Acted as a third-party inspector



         21                  under Court order to preserve and



         22                  extract electronic data."



         23                  Is that similar to the first point in



         24   terms of -- like an Anton Piller order-type of



         25   proceeding to image a computer hard drive?
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          1                  A.   Yeah, but it's more than that, as I



          2   said.  Preservation of the electronic data is only part



          3   of the exercise.  It's not necessarily the only thing I



          4   do.



          5    33            Q.   Right.



          6                  A.   Yeah.



          7    34            Q.   So what else would you do that



          8   would be captured under that bullet point?



          9                  A.   Can you repeat that bullet point



         10   there.



         11    35            Q.   It's the acted as a third-party



         12   inspector.



         13                  A.   Oh, so I would be -- so I would



         14   be -- act as neutral party where I will be taking --



         15   conducting whatever instructed by me through a common



         16   agreed protocol.



         17    36            Q.   Okay.  And so under that protocol,



         18   you may be asked to run certain searches of the data



         19   that was preserved?



         20                  A.   Searches, analysis, extraction.



         21    37            Q.   Right.  And not to diminish it, but



         22   the role is to execute searches that others assign to



         23   you?



         24                  A.   That would be asked of me, yes.



         25    38            Q.   Yes.  And those searches are asked
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          1   of you, and then you conduct the searches and then



          2   report back on the results?



          3                  A.   That would be correct, yes.



          4    39            Q.   The next bullet point describes a



          5   task.  You:



          6                    "Advised a client (in-house counsel)



          7                  on conducting investigation of



          8                  employees' inappropriate behaviours."



          9                  A.   Yes.



         10    40            Q.   I take it that's unrelated to the



         11   task at hand in this engagement?



         12                  A.   No.  There are some similarities.



         13    41            Q.   How so?



         14                  A.   Well, it's -- it's a case where we



         15   have to analyze the forensic evidence to find out what



         16   happened to certain piece of data that is relevant to



         17   this -- to any particular case.



         18    42            Q.   So you were analyzing a hard drive



         19   in that case?



         20                  A.   Well, it could be many hard drives,



         21   could be also data from network servers, it could be



         22   e-mail from e-mail servers, it could be a variety of



         23   sources of electronic data.



         24    43            Q.   Okay.  Well, without asking you to



         25   give too many specifics such that you are breaching
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          1   whatever obligations of confidence you have, I am



          2   referring to the task described in this specific bullet



          3   point.



          4                  A.   Uhm-hmm.



          5    44            Q.   So you said "could be, "could be,



          6   "could be".  I want to know what forensic tasks you



          7   performed in relation to that bullet point.



          8                  A.   So we would investigate any, let's



          9   say, mobile devices, so such as a smart phones or



         10   tablets or mobile phones.



         11    45            Q.   Yes.



         12                  A.   We would investigate -- do --



         13   perform analysis on computers --



         14    46            Q.   Yes.



         15                  A.   -- that were assigned to certain



         16   individuals.  We would be tasked to do analysis of



         17   network data, so, for example, from file servers,



         18   e-mail servers, and so on.  And then we would come up



         19   with a report that would come up with any of our



         20   findings.



         21    47            Q.   Okay.  So in this case, you were



         22   looking at the usage, the computer usage, that a person



         23   under investigation made of their devices?



         24                  A.   That would be one of -- that could



         25   be one of the tasks involved, yes.
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          1    48            Q.   Okay.  Did it involve a forensic



          2   review of imaged hard drives?



          3                  A.   Sometimes, yes.



          4    49            Q.   Well, I'm asking about this



          5   specific point, sir.



          6                  A.   Uhm-hmm.



          7    50            Q.   I'm not asking about what you do



          8   sometimes; I'm asking about this one that you are



          9   describing here in your CV.  Did that involve a



         10   forensic review of a hard drive?



         11                  A.   Yes.



         12    51            Q.   Okay.  Now, I noticed in your CV



         13   there's no reference to working on fraud



         14   investigations.  Have you been specifically tasked with



         15   working on investigations where fraud is a component of



         16   the investigation?



         17                  A.   Yes, I have, yes, I have.



         18    52            Q.   But that doesn't appear to be



         19   listed on your CV.



         20                  A.   Yes, it was -- yeah.  I can --



         21   yeah.  The CV may not be the most up-to-date document.



         22    53            Q.   Understood.  Okay.  Turning back to



         23   your affidavit sworn April 2nd, 2015, you were



         24   engaged by Paliare Roland, correct?



         25                  A.   Yes.
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          1    54            Q.   Do you recall when you were first



          2   retained by Paliare Roland?



          3                  A.   I do not know right now.  I have to



          4   go back to our engagement letter or engagement e-mail,



          5   yes.



          6                  MR. WINTON:  Okay.  Well, maybe we can



          7   go off the record and see if we can do that now rather



          8   than by way of undertaking.



          9                    -- RECESS AT 10:40 --



         10                   -- RESUMING AT 10:41 --



         11                  BY MR. WINTON:



         12    55            Q.   And I understand, from paragraph 6



         13   of your affidavit, that your firm was provided with



         14   forensic images of -- it states relevant devices



         15   belonging to Mr. Moyse for the purposes of your



         16   analysis, correct?



         17                  A.   That's correct, yes.



         18    56            Q.   And so you were provided with



         19   images of both Mr. Moyse's personal computer?  Yes?



         20                  A.   Yes.



         21    57            Q.   And also his mobile devices, his



         22   iPad and his smart phone?



         23                  A.   Yes.



         24    58            Q.   But I think just to -- let's close



         25   off an avenue of questioning.  For the purposes of the
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          1   affidavits you have sworn, you did not analyze the



          2   images of the mobile devices, correct?



          3                  A.   That's correct, yes.



          4    59            Q.   Okay.  Now, from whom did you



          5   receive the copy of the forensic image of Mr. Moyse's



          6   personal computer?



          7                  A.   From counsel of Paliare Roland.



          8    60            Q.   So it was Paliare Roland.  Okay.



          9   And in what form was it provided to you?



         10                  A.   Physical format.  It's a computer



         11   hard drive.



         12    61            Q.   Okay.  Was it provided in an



         13   evidence envelope?



         14                  A.   It was in some container.  It



         15   may -- it was in some form of a pocket or plastic bag,



         16   like an anti-statistic bag, I believe, yes.



         17    62            Q.   Okay.  And was it accompanied by a



         18   chain of evidence form?



         19                  A.   We sign off -- we have evidence



         20   form to say when we took custody of the device.



         21    63            Q.   Right.  You have a form for when



         22   you took custody of the device --



         23                  A.   Yes.



         24    64            Q.   -- but was there was a form handed



         25   to you or is there a related form for -- that showed
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          1   where the device came from prior to you receiving



          2   custody of it?



          3                  A.   I have to get back -- I will have



          4   to look into my records, yes.



          5                  MR. WINTON:  Okay.  Counsel, if there's



          6   a -- I'd like to have production of Mr. Lo's chain of



          7   evidence form but also any other chain of evidence



          8   forms that exist in relation to this image.



          9   U/T            MR. BORG-OLIVIER:  Okay.



         10                  BY MR. WINTON:



         11    65            Q.   Do you know when the image was



         12   created?



         13                  A.   I do not.



         14    66            Q.   Are you aware of the circumstances



         15   of what led to the creation of the image?



         16                  A.   Yes, I do.



         17    67            Q.   So what's your knowledge of those



         18   circumstances?



         19                  A.   My knowledge is that there is an



         20   independent solicitor supervisor.



         21    68            Q.   Yes.



         22                  A.   And then he -- it's my belief that



         23   the ISS had retained a forensic firm to conducts the



         24   forensic imaging and collection of the -- of the



         25   evidence.
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          1    69            Q.   Right.  And for that purpose, an



          2   image was created and provided to the IT expert



          3   retained by the ISS, correct?



          4                  A.   That's my understanding, yes.



          5    70            Q.   That's your understanding?



          6                  A.   Yes.



          7    71            Q.   Right.  But that's not the actual



          8   hard drive you analyzed, correct?  The hard drive that



          9   was provided to the ISS' IT expert?



         10                  A.   I do not know the protocols between



         11   the ISS and the -- and the forensic expert retained by



         12   ISS.



         13    72            Q.   Right.  I guess what I'm asking is



         14   you were -- the physical hard drive you examined is, to



         15   your understanding, not the same physical hard drive



         16   that had been provided to the ISS expert?



         17                  A.   I do not have knowledge to answer



         18   that question.



         19    73            Q.   Okay.



         20                  A.   Yes.



         21                  MR. WINTON:  Counsel, can you assist on



         22   that?



         23                  MR. BORG-OLIVIER:  I believe the answer



         24   is it's not, but I would have to get back to you on



         25   specifically when the image was made.
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          1                  MR. WINTON:  Okay.



          2                  MR. BORG-OLIVIER:  My understanding is



          3   that a separate image was made at the time for



          4   Mr. Moyse's counsel, but, as you know, we weren't



          5   counsel at the time, so I can get back to you with that



          6   information.



          7                  MR. WINTON:  Right.  I guess what I'm



          8   trying to understand is how does it come to pass that a



          9   second image is retained by counsel and used for



         10   counsel's purposes without -- when it doesn't appear to



         11   have been pursuant to the Court order.



         12   U/T            MR. BORG-OLIVIER:  Okay.  I will make my



         13   best efforts to determine that and get back to you.



         14                  BY MR. WINTON:



         15    74            Q.   Thank you.  And I will ask -- this



         16   is more directed to counsel than to you, Mr. Lo -- if a



         17   copy of the image can be made available to Mr. Musters



         18   for his analysis.



         19   U/A            MR. BORG-OLIVIER:  I will take that



         20   under advisement



         21                  BY MR. WINTON:



         22    75            Q.   Now, Mr. Lo, did you understand at



         23   the time you were performing the work that is the



         24   subject matter of your two affidavits that you had



         25   access to evidence that Mr. Musters did not have access
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          1   to?



          2                  A.   Through Mr. Musters' affidavit, I



          3   think he did make mention of that, but, frankly, it



          4   wasn't my -- it wasn't my -- it wasn't a big concern of



          5   mine, because that wasn't my -- yeah.



          6    76            Q.   So you didn't turn your mind to the



          7   question of whether or not it was possible for



          8   Mr. Musters to access the same computer image that you



          9   were analyzing when you prepared your affidavit?



         10                  A.   That wasn't the scope of my task.



         11    77            Q.   No.  It's not really about the



         12   scope but just a question of your understanding that



         13   you had access -- let me back up for a second.



         14                  You understood you have access to an



         15   image of Mr. Moyse's computer hard drive?



         16                  A.   That's right.



         17    78            Q.   You understood that an image had



         18   also been provided to an independent IT expert who was



         19   not associated with Catalyst?



         20                  A.   That's my understanding.



         21    79            Q.   Right.  And you may not have turned



         22   your mind to it, but you understand now as well that



         23   Catalyst and its expert do not have access to that



         24   image.  Correct?



         25                  A.   I -- I just learned it now, yes.
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          1    80            Q.   Okay.  As part of the investigation



          2   or work you performed that led to the creation of



          3   these -- swearing of these affidavits, did you have any



          4   communications with Brandon Moyse?



          5                  A.   No.



          6    81            Q.   You only communicated with counsel?



          7                  A.   That's correct.



          8    82            Q.   Now, in your experience as an IT



          9   expert, you're familiar with what information is



         10   retained on computers and what information is not



         11   retained, correct?



         12                  A.   Yes.



         13    83            Q.   And, for example, an Internet web



         14   browser retains, in the normal course, a log of all the



         15   websites that a user accesses through the browser?



         16                  A.   That wasn't the scope of this



         17   report.



         18    84            Q.   Yes.



         19                  A.   However, if you go away from this



         20   report, generally, yes, there is record -- there are



         21   records, yes --



         22    85            Q.   Right.  It's known as the web --



         23                  A.   -- of the web browser.



         24    86            Q.   -- usually, people call it their



         25   web history?
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          1                  A.   That -- yes, that's the generic



          2   term, yes.



          3    87            Q.   You are familiar with that term?



          4                  A.   Yes, I am.



          5    88            Q.   And you are aware that the history



          6   log in a web browser would record, for instance, a



          7   user's searching activity?



          8                  A.   Typically.



          9    89            Q.   Right.  Typically, when they visit,



         10   for instance, the Google site?



         11                  A.   Once again, away -- totally away



         12   from the scope of this report, but in a general



         13   computer -- in the general daily usage by regular user,



         14   that would be the -- that may be the case, yes.



         15    90            Q.   Right.  And the search terms that



         16   the user uses within Google would be recorded in the



         17   web history?  You understand that?



         18                  A.   That may be true, yes.



         19    91            Q.   Well, in what circumstances would



         20   it not be true?



         21                  A.   Well, there are a variety of



         22   things, right?  For example, web browser may have



         23   settings that disable logging, maybe.



         24    92            Q.   Yes.



         25                  A.   Maybe.  So, once again, I -- this
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          1   is outside the scope of this report, but ...



          2    93            Q.   I'm asking you general questions



          3   about forensic IT research.



          4                  A.   Okay.  Yes.



          5    94            Q.   If the browser disables the



          6   logging, that's applicable to all the web browsing



          7   activity that's being logged?



          8                  A.   I believe so, yes.



          9    95            Q.   So so long as the history is being



         10   recorded, it's your understanding that that record



         11   would also include a record of Google searches being



         12   conducted?



         13                  A.   It should.



         14    96            Q.   And you understand that if a user



         15   deletes their web history, then they are deleting the



         16   record of those searches?



         17                  A.   Can you repeat that question.



         18    97            Q.   If a user deletes their web



         19   history, they are deleting the record of their



         20   searching activity?



         21                  A.   Yes.



         22    98            Q.   And you understand that if a user



         23   is accessing Dropbox, the online storage service,



         24   through their web browser, then the web history would



         25   record that activity, correct?
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          1                  A.   Yes.



          2    99            Q.   And the web history would record



          3   not only the fact that they accessed Dropbox, it would



          4   also record what Dropbox folders they were accessing?



          5                  A.   That would be -- commonly, that



          6   would be the case.



          7    100           Q.   Yes.  And it would record the files



          8   that the user viewed in Dropbox if they are using their



          9   web browser to view those files?



         10                  A.   That may or may not be the case.



         11   I'm not a hundred percent sure.



         12    101           Q.   You are not sure about that?



         13                  A.   Yes.



         14    102           Q.   Okay.  Would you agree with me



         15   that, by deleting the web history, the user would also



         16   be deleting the record of their activity of accessing



         17   Dropbox?



         18                  A.   Generally, yes.



         19    103           Q.   How would it not also delete that



         20   activity?



         21                  A.   Once again, I haven't done -- in



         22   this particular case, I didn't do any analysis on



         23   Dropbox, so I'm just making -- I'm answering all these



         24   questioned based on my general knowledge.



         25    104           Q.   Exactly.  I'm only asking for your
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          1   general knowledge, not based on your review of



          2   Mr. Moyse's hard drive, but, generally speaking, the



          3   deletion of the web history also deletes the record of



          4   activity of using Dropbox through a web browser?



          5   That's correct?



          6                  A.   Yes.



          7    105           Q.   If a user is accessing gmail or



          8   Hotmail through their web browser, the web history log



          9   would record that activity, correct?



         10                  A.   Yes, it should, yes.



         11    106           Q.   And, to your knowledge, when it



         12   records the user accessing gmail or Hotmail, it also



         13   records what e-mail messages the user views?



         14                  A.   That may not be always the case.



         15    107           Q.   When would it not be the case?



         16                  A.   I don't have any specific, but from



         17   my experience --



         18    108           Q.   Yes.



         19                  A.   -- sometimes it's pretty



         20   inconsistent what people can -- what Internet history



         21   can show in terms of web-based e-mail can access.



         22    109           Q.   But in some cases, it can show the



         23   e-mail messages that are being viewed in the web



         24   browser?



         25                  A.   It can and cannot.  Once again,
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          1   it's not consistent.



          2    110           Q.   But it can show the --



          3                  A.   As a possibility, yes.



          4    111           Q.   Thank you.  You agree with me that,



          5   by deleting the web history, the user's also deleting



          6   the record of their activity; that whatever has been



          7   recorded in the web history for gmail or Hotmail, that



          8   activity has been deleted when the web history is



          9   deleted?



         10                  A.   That's correct.



         11    112           Q.   Now, if you can turn to the second



         12   affidavit sworn by Martin Musters, and that is the



         13   April 30th affidavit in the supplementary motion



         14   record.  It's at tab 2 of the record.  Your counsel is



         15   going to show it to you.



         16                  And you reviewed this affidavit prior to



         17   swearing your second affidavit, correct?



         18                  A.   Yes, correct, yes.



         19    113           Q.   And at paragraph 3 through to



         20   paragraph 5, Mr. Musters' evidence is that cleaning up



         21   the registry on a computer does not help a user delete



         22   their web history.  Do you want to take a moment and



         23   review those paragraphs?



         24                  A.   No, I see that.



         25    114           Q.   You are familiar with that evidence

�                                                                     27







          1   from Mr. Musters?



          2                  A.   Yes, I am, yes, I am.



          3    115           Q.   Do you agree with that statement



          4   from Mr. Musters, that general premise, that cleaning



          5   up the registry would not help a user delete their web



          6   history?



          7                  A.   That's correct.



          8    116           Q.   Now, we're going to continue to



          9   speak generally for a second, but it relates to your



         10   experience as a forensic IT investigator, and I just



         11   want to make sure we -- everyone understands how the



         12   technology works.



         13                  In the normal course, when a user



         14   deletes a folder using the ordinary Windows delete



         15   function, you understand that does not actually delete



         16   the file from the hard drive, correct?



         17                  A.   Yes.



         18    117           Q.   What happens is it may prevent the



         19   ordinary user from being able to access that file if it



         20   has been -- if you empty the recycling bin?



         21                  A.   Yes, generally.



         22    118           Q.   Generally?



         23                  A.   Yes.



         24    119           Q.   But the data itself is not actually



         25   deleted?
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          1                  A.   That -- in a general sense, yes.



          2    120           Q.   Right.  Instead -- and I'm going to



          3   try to describe this in layman's terms, not too



          4   technical terms -- what happens is by deleting it using



          5   the ordinary function, it's telling the computer that



          6   the space on the hard drive previously occupied by that



          7   file is now available to be overwritten, correct?



          8                  A.   That is correct.



          9    121           Q.   But until that space on the hard



         10   drive is actually overwritten, it's potentially



         11   possible to recover that data through a forensic



         12   analysis of the hard drive?



         13                  A.   That is correct.



         14    122           Q.   But if the data is, in fact,



         15   overwritten, then it's highly unlikely that it can be



         16   recovered?



         17                  A.   Yes.  But with -- it all depends on



         18   the overwriting.  So sometime -- if you take up all the



         19   space, yes, that was available.



         20    123           Q.   Right.  If you take up all the



         21   space that was used by the data --



         22                  A.   Yes.



         23    124           Q.   -- the data would be unrecoverable?



         24                  A.   That's right.  So a complete



         25   overwriting, yes.
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          1    125           Q.   Complete overwriting.  And when



          2   users are particularly concerned about ensuring their



          3   data is unrecoverable, they may overwrite more than



          4   once?



          5                  A.   That would be -- yes, it can be



          6   done, yes.



          7    126           Q.   Right.  The software that is used



          8   to permanently, let's say, delete data often overwrites



          9   those sectors of the hard drive two, three, multiple



         10   times, correct?



         11                  A.   Depends on the software used,



         12   depends what you choose.  Some of them do have that



         13   feature, yes.



         14    127           Q.   Yes.  Now, through the course of



         15   this retainer, you became familiar with the software



         16   program known as Secure Delete, correct?



         17                  A.   That is correct.



         18    128           Q.   And you came to understand that



         19   Secure Delete is a tool that a user can use to



         20   permanently delete data from a hard drive?



         21                  A.   According to the product



         22   description, yes.



         23    129           Q.   You have no reason to doubt the



         24   accuracy of the product description?



         25                  A.   No.
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          1    130           Q.   And in layman's terms or one might



          2   refer to running a Secure Delete-type program as wiping



          3   or scrubbing the data?  Are you familiar with those



          4   terms?



          5                  A.   Yes, I am.



          6    131           Q.   Do you use those terms around the



          7   office sometimes?  Do you call it a scrubber?



          8                  A.   It's a genetic term.  It's a



          9   day-to-day conversation term, yes.



         10    132           Q.   Right.  And a day-to-day



         11   conversation term, one might use the term "scrubber" to



         12   describe a program such as Secure Delete?



         13                  A.   Yes.



         14    133           Q.   So if I use that term in the course



         15   of this examination, you know what I'm referring to?



         16                  A.   Yes, I do.



         17    134           Q.   Thank you.  And in the case of



         18   Secure Delete, you understand that the program



         19   overwrites data that's being deleted with a random



         20   sequence of characters?



         21                  A.   Yes.



         22    135           Q.   The point of using a random



         23   sequence of characters is then it is impossible to tell



         24   from forensic review that the Secure Delete program had



         25   been run to delete those sectors of the hard drive?
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          1                  A.   Not necessarily true.



          2    136           Q.   Okay.  Why not?



          3                  A.   Because some software, they will



          4   leave a distinct -- the randomness becomes a distinct



          5   signature where it could be a red flag in a forensic



          6   examination that would tell me that maybe a -- a delete



          7   software, deletion software, were utilized.



          8    137           Q.   But in that case, do you agree with



          9   me, then, it's not a truly random sequence of



         10   characters because it's almost a repeated random



         11   sequence of characters?



         12                  A.   No.  It's -- once again, it all



         13   depends.  Sometimes, the randomness itself can be an



         14   indication that it's -- in itself is a pattern.  The



         15   randomness itself.  That would indicate that a



         16   software -- a deletion software was utilized.



         17    138           Q.   Okay.  But if the random pattern is



         18   not discernible in that way, then one could never tell



         19   that the program had been used?



         20                  A.   Yes.  That's a possibility.



         21    139           Q.   Are you familiar with the random



         22   sequence of data that's used by the Secure Delete



         23   software?



         24                  A.   I do not know the -- what kind of



         25   random generator it uses, no.
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          1    140           Q.   So you don't know whether Secure



          2   Delete is one of these programs that leaves what you



          3   described and what I will describe from your evidence



          4   is a signature random sequence versus a truly random



          5   sequence that would be undiscernible?



          6                  A.   I did not conduct tests on that --



          7   in that regard, so I cannot comment on it.



          8                  MR. WINTON:  Okay.  Let's go off the



          9   record for a second.



         10                     -- OFF THE RECORD --



         11                  BY MR. WINTON:



         12    141           Q.   And I assume -- correct me if I'm



         13   wrong, Mr. Lo -- that in the course of this retainer



         14   that led to the creation of your affidavits, you were



         15   not asked to examine the image of Mr. Moyse's personal



         16   computer to attempt to detect a discernible random



         17   pattern of the data?



         18                  A.   No -- hmm, no.  That -- more



         19   specifically, we were asked -- as outlined in this



         20   affidavit, we were asked to determine whether or not



         21   the Secure Delete software was utilized.  That's one of



         22   the things.



         23    142           Q.   Right.  And I understand that.  But



         24   I guess in the course of that retainer, what you did



         25   not do is analyze the data on the hard drive to look
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          1   for telltale random sequences of data?



          2                  A.   No, that's -- no.  As part of the



          3   task to determine if Secure Delete was utilized, we



          4   looked for red flags.  So such as the -- one of them



          5   would be the patterns that you just mentioned --



          6    143           Q.   Yes.



          7                  A.   -- to see if there's any evidence



          8   to show that a scrubber, like, the term that we agreed



          9   to establish, was utilized.



         10    144           Q.   Where is that stated in your



         11   affidavit?



         12                  A.   Well, the -- let me see.  Let's go



         13   back to my affidavit.



         14    145           Q.   Yes.  Sure.



         15                  A.   It would be paragraph 11.



         16   Actually, in the general section of -- that is -- would



         17   be the indicator is saying that that was all that was



         18   asked of me to do.



         19    146           Q.   And I want to distinguish, sir,



         20   between what was asked of you and what you did.  So I



         21   understand you were asked to provide your own analysis



         22   and to provide an opinion on the conclusions of



         23   Mr. Musters' affidavit.



         24                  A.   That's correct.



         25    147           Q.   And you were asked to provide an
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          1   opinion on the evidence from the ISS report in relation



          2   to the Secure Delete folder; that's correct?



          3                  A.   That is correct, yes.



          4    148           Q.   But what your affidavit does not



          5   state is that you reviewed the hard drive and looked



          6   for telltale signs of random sequences of data?



          7                  A.   No.  The Court -- as I stated



          8   earlier, one of my tasks was to determine if the Secure



          9   Delete application was utilized, and part of that



         10   exercise to determine if the program was utilized is



         11   also to look for telltale signs, red flag, that -- that



         12   a -- that the software was utilized, and then that



         13   would be random sequence or certain patterns of



         14   overwriting occurred.



         15    149           Q.   Sir, my question to you is that



         16   information is not put forth in your affidavit?



         17                  A.   Yes, that's correct, yes.



         18    150           Q.   Right.  Your affidavit makes no



         19   reference to telltale signs of random sequences of



         20   data?



         21                  A.   That's because there's nothing to



         22   report.  So it doesn't mean that we didn't look at it.



         23    151           Q.   Your affidavit does indicate that



         24   you looked at the Secure Delete log on Mr. Moyse's



         25   computer?
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          1                  A.   That's one of the thing that we



          2   have done, yes.



          3    152           Q.   Right.  And there is nothing to



          4   report; there is no findings from the Secure Delete log



          5   that led you to believe he had run the Secure Delete



          6   program, correct?



          7                  A.   That's one of -- yes.



          8    153           Q.   Right.  There is no mention in your



          9   affidavit that you looked for random sequences of data?



         10                  A.   That's correct.



         11    154           Q.   And in any event, you'll agree with



         12   me that if the Secure Delete program does not leave



         13   telltale random sequences of data, then the fact that



         14   you didn't see any is not indicative of the fact that



         15   it was or was not run?



         16                  A.   Can you repeat that, please.



         17    155           Q.   Sure.  You'll agree with me that



         18   the fact that you did not find any of these telltale



         19   random sequences of data may not be indicative of



         20   whether or not the program was run?



         21                  A.   That on its own, yes.



         22    156           Q.   Because you don't know whether



         23   Secure Delete leaves a telltale sign --



         24                  A.   That's correct.



         25    157           Q.   -- or whether it leaves a truly
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          1   random sequence?



          2                  A.   That's correct.



          3    158           Q.   Now, Mr. Lo, if the purpose of your



          4   retainer was to conduct this independent analysis of



          5   the conclusions of Mr. Musters and the ISS expert, and



          6   you were swearing an affidavit that set out all the



          7   evidence you relied upon to support your opinion that



          8   you believe Mr. Musters -- Mr. Moyse had not run the



          9   Secure Delete program to delete files, why did you



         10   leave out the mention of the fact that you looked for



         11   telltale random sequences of data?



         12                  A.   As I said before, forensic analysis



         13   is an exercise where we would look for a number of



         14   things.  So at this -- in this particular case, we did



         15   not see any telltale sign that would raise my alarm



         16   that I should look deeper into it.  So it was a -- it



         17   wasn't -- we just don't think it's needed to be



         18   reported.



         19    159           Q.   Okay.  How many hours were spent



         20   reviewing the hard drive looking for telltale random



         21   sequences of data?



         22                  A.   Once again, it's not a specific



         23   task where we would be doing it.  Whenever we do a



         24   forensic analysis on a computer hard drive image, we



         25   would be doing many things.  We could be doing many
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          1   different things at once.  So if you ask me to tell you



          2   exactly how many minutes I spent just looking for



          3   random patterns, I cannot tell you.  Because from our



          4   experience, we could tell -- we could see things that



          5   it may be out of line, out of -- out of norm, and those



          6   would be red flags, and I can't tell you how many



          7   minutes I spent to look for those.



          8    160           Q.   Well --



          9                  A.   We -- based on our experience.



         10    161           Q.   Okay.  What's the capacity of the



         11   hard drive you analyzed?



         12                  A.   I do not have that report right now



         13   on me.



         14    162           Q.   Okay.



         15                  A.   But I can get that for you in -- if



         16   I'm given a chance to.



         17                  MR. WINTON:  Let's go off the record for



         18   a second.



         19                     -- OFF THE RECORD --



         20                  BY MR. WINTON:



         21    163           Q.   So just while we were off the



         22   record, we determined that, for the purposes of my



         23   question -- the question I'm interested in, Mr. Lo, is



         24   how much data was written onto the hard drive that was



         25   being analyzed?  I understand that what we are going to
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          1   do is, while I'm continuing with your examination,



          2   someone will call your office and try to get that



          3   information to me --



          4                  A.   Yes.



          5    164           Q.   -- and I will have some questions



          6   to follow up on once we get that information, okay?



          7                  A.   Okay.



          8    165           Q.   So let's just park that issue.



          9                  A.   Okay.



         10    166           Q.   Pending that answer.  Thank you.



         11                  Now, turning to paragraph 13 of your



         12   affidavit, you state that you ran Secure Delete on a



         13   test computer, and that's a defined term.  That just



         14   refers to a Microsoft Windows computer.  Do you see



         15   that?



         16                  A.   Yes, I do.



         17    167           Q.   And is that a computer that's owned



         18   and controlled by your firm?



         19                  A.   It is.



         20    168           Q.   It's not a computer that had loaded



         21   up Mr. Moyse's --



         22                  A.   No, not in this case.



         23    169           Q.   -- hard drive?  And in



         24   paragraph 13, you state that, when you launched Secure



         25   Delete, a folder named "Secure Delete" was created and
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          1   you gave a file path.  The file path includes a



          2   backslash, users, backslash, Brandon Moyse, backslash,



          3   appdata, and then we will just -- and continues from



          4   there, and ends with a backslash, Secure Delete.



          5   Right?



          6                  A.   That's correct, yes.



          7    170           Q.   So how does Brandon Moyse become



          8   part of the file path on a computer that's owned and



          9   operated by your firm?



         10                  A.   So allow me to clarify that



         11   paragraph.



         12    171           Q.   Sure.



         13                  A.   So the task we have performed is



         14   twofold.  So, one, we would -- from a forensic image,



         15   we make a copy of a forensic image so it is an exact



         16   copy of the forensic image.  With that image, we can --



         17   we have the ability to launch it in -- as a -- what we



         18   call a virtual environment.  So -- and under this



         19   virtual environment, we can run tests as if we are



         20   running on Moyse's computer; however, we do not make



         21   any changes to the forensic evidence.  That's



         22   assimilation.



         23                  The second part of it is we also conduct



         24   this test on a clean, freshly installed Microsoft



         25   Office environment.

�                                                                     40







          1                  So that's why this -- I apologize, this



          2   paragraph seems a little bit confusing, but I want to



          3   clarify on the record that's what we did.  That's the



          4   step we took.



          5    172           Q.   Okay.  But my understanding would



          6   be that, in a clean Microsoft environment that has



          7   nothing to do with Mr. Moyse's forensic image --



          8                  A.   Yes.



          9    173           Q.   -- the file path shouldn't have



         10   Mr. Moyse's name at user, correct?



         11                  A.   That is correct.



         12    174           Q.   So is there --



         13                  A.   But, once again -- once again, that



         14   is the result of us mounting -- it's a forensically



         15   sound method of mounting a copy of the Moyse's forensic



         16   image.  From that image, we mount it as a virtual -- a



         17   virtual machine environment, which we can simulate



         18   actions as if we were right in front of the actual



         19   computer of Mr. Moyse.



         20    175           Q.   I understand that.  But I'm -- what



         21   I took from paragraphs 12 and 13 was that, separate and



         22   apart from any mounting of Mr. Moyse's image, you had



         23   installed Secure Delete on a completely unrelated



         24   computer?



         25                  A.   That's right.  It's two different
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          1   things, yes.



          2    176           Q.   Right.  And on that other unrelated



          3   computer, a folder was created, correct?



          4                  A.   Can you repeat that question.



          5    177           Q.   On that other computer.



          6                  A.   "Other", meaning the one with the



          7   freshly clean -- yes.



          8    178           Q.   The fresh computer.



          9                  A.   Yes, yes.



         10    179           Q.   Let's call it the fresh computer.



         11                  A.   Yes.  Okay.



         12    180           Q.   Okay.  On the fresh computer on



         13   which Secure Delete was installed, you launched the



         14   Secure Delete program?



         15                  A.   Uhm-hmm.



         16    181           Q.   Can you say "yes" for the record.



         17                  A.   Yes.



         18    182           Q.   And you're telling me that the file



         19   path on the fresh computer included Brandon Moyse as a



         20   user?



         21                  A.   It would not, it would not.



         22    183           Q.   Right.  So the file path reproduced



         23   in paragraph 13 is not the file path that was created



         24   by the test computer, correct?



         25                  A.   That is correct, yes.
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          1    184           Q.   Okay.  And in paragraph 14, you



          2   state that you attempted to determine whether you could



          3   reach any conclusion as to whether or not Mr. Moyse had



          4   used Secure Delete to delete files from his computer.



          5   That was your task, correct?  Paragraph 14?



          6                  A.   Yes.  I'm looking at it right now.



          7    185           Q.   Yes.



          8                  A.   Yes.



          9    186           Q.   And, in essence, that is what the



         10   purpose of your retainer was was to make this



         11   determination as to whether you could reach any



         12   conclusions as to whether or not Mr. Moyse had used



         13   Secure Delete to delete files from his computer?



         14                  A.   That's correct.



         15    187           Q.   And let's jump forward to



         16   paragraph 20.  After conducting the analyses that are



         17   described between paragraphs 14 and 19, you reached a



         18   conclusion at paragraph 20(b) that the Secure Delete



         19   program on Mr. Moyse's computer was not used to delete



         20   files or folders from that computer, correct?



         21                  A.   That is correct, yes.



         22    188           Q.   That is your conclusion at the time



         23   you swore the affidavit?



         24                  A.   That is correct, yeah.



         25    189           Q.   Does that remain your conclusion
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          1   today?



          2                  A.   Yes, it does.



          3    190           Q.   In your affidavit, the conclusion



          4   is based on the fact that the Secure Delete log on



          5   Mr. Moyse's computer did not summarize any deletion



          6   activity, correct?



          7                  A.   Actually, we cannot locate a log



          8   that would indicate any deletion.



          9    191           Q.   Well, you attached a Secure Delete



         10   log as Exhibit D to your affidavit, so why don't we



         11   turn to that.  You might want to put a finger at



         12   Exhibit D to your affidavit, and then -- okay.  And



         13   then also look at paragraph 18.



         14                  A.   18, yes.



         15    192           Q.   Right.  And so I guess you are



         16   right.  You refer to the Secure Delete log.  That's the



         17   information that would exist in the registry on his



         18   computer if there had been --



         19                  A.   Deletion.



         20    193           Q.   -- deletion?



         21                  A.   Yes.



         22    194           Q.   And what you rely on, I guess, is



         23   the fact that there is nothing in the log, right?  That



         24   was one fact you relied on?



         25                  A.   There's no log.
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          1    195           Q.   There was no log?



          2                  A.   No log, yes.



          3    196           Q.   Right.  And you reproduce here the



          4   screen shot at -- here, at Exhibit D to your affidavit,



          5   it's the screen shot of the system summary for Secure



          6   Delete that was on Mr. Moyse's computer, correct?



          7                  A.   That's correct, yes.



          8    197           Q.   Which shows that no wiping had been



          9   performed?



         10                  A.   That's correct.



         11    198           Q.   And it was based on the absence of



         12   a Secure Delete log and the information in the system



         13   summary that led you to reach the conclusion set out in



         14   paragraph 20(b) of your affidavit?



         15                  A.   That's correct.



         16    199           Q.   And in your affidavit, those are



         17   the only facts that you rely upon to support that



         18   conclusion?



         19                  MR. BORG-OLIVIER:  There's the balance



         20   of the affidavit.



         21                  BY MR. WINTON:



         22    200           Q.   Right.  But I -- the balance of the



         23   affidavit sets out what he did, but I just want to make



         24   sure I understand the basis --



         25                  A.   Can you repeat that statement,
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          1   then.



          2    201           Q.   -- the basis for your conclusion,



          3   the only basis for the conclusion, was the absence of



          4   the Secure Delete log and the information in the system



          5   summary?



          6                  A.   Yes.



          7    202           Q.   Now, you recently reviewed



          8   Mr. Musters' April 30th, 2015, affidavit?



          9                  A.   April 13th.



         10    203           Q.   That's the one from the



         11   supplementary record there, and that's at tab 2,



         12   towards the very back of the supplementary record.



         13                  A.   Thank you.  Yes.



         14    204           Q.   You recall reviewing this affidavit



         15   prior to swearing your second affidavit, correct?



         16                  A.   Yes.



         17    205           Q.   And starting at paragraph 8 of



         18   Mr. Musters' April 30th affidavit, continuing to



         19   paragraph 19, Mr. Musters sets out a sequence of steps



         20   that a user can take to delete the Secure Delete log



         21   from one's registry, right?



         22                  A.   That's -- yes.



         23    206           Q.   And in doing so, essentially reset



         24   the system summary for Secure Delete, correct?



         25                  A.   Yes.
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          1    207           Q.   And you agree with me that a user



          2   who takes those steps -- you don't disagree with the



          3   steps that Mr. Musters says he took and the data -- it



          4   had that cause and effect on the Secure Delete?



          5                  A.   I believe so.  I did not replicate



          6   his exercise, but I believe -- I have no -- yeah, I



          7   have no reason to doubt what he said.



          8    208           Q.   Okay.  Let me just -- so you didn't



          9   attempt to replicate what Mr. Musters did?  You did not



         10   attempt to do that?



         11                  A.   No.



         12    209           Q.   But you have no reason to doubt the



         13   accuracy of what he says he did?



         14                  A.   If for -- yes.



         15                  MR. WINTON:  Let's go off the record for



         16   one second.



         17                     -- OFF THE RECORD --



         18                  BY MR. WINTON:



         19    210           Q.   Now, let's talk about the registry



         20   for a second, because, as I understand the evidence



         21   from your second affidavit, you were suggesting in this



         22   second affidavit sworn May 12th, 2015, that you



         23   concluded Mr. Moyse had not used the Registry Editor to



         24   delete data from the registry on his computer, correct?



         25   That's what you concluded here?
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          1                  A.   We found no evidence, yes.



          2    211           Q.   That's right.  So you found no



          3   evidence that he had used the Registry Editor?



          4                  A.   That's right.



          5    212           Q.   And to support this conclusion that



          6   there was no evidence, you refer to the fact that the



          7   metadata for the Registry Editor showed the system



          8   default dates, correct?



          9                  A.   Yes.



         10    213           Q.   And after swearing this affidavit,



         11   you had an opportunity to review the third affidavit



         12   from Mr. Musters?



         13                  A.   That's correct, yes.



         14    214           Q.   The affidavit of Mr. Musters sworn



         15   yesterday, May 13th, explains how the metadata for the



         16   Registry Editor, by default, is not updated in Windows



         17   operating systems, correct?



         18                  A.   That's correct, yes.



         19    215           Q.   You know that to be the case



         20   yourself?



         21                  A.   Now I do.



         22    216           Q.   You didn't know that before you



         23   swore your affidavit?



         24                  A.   It did not occur to me at that



         25   time.
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          1    217           Q.   It did not occur to you at the



          2   time?



          3                  A.   That's correct.



          4    218           Q.   Was it a fact -- now that it's been



          5   brought to your attention, is that a fact that you may



          6   have known prior to swearing your affidavit and may



          7   have just forgotten?



          8                  A.   Exactly.  I may have known and it's



          9   just at that particular point in time it didn't occur



         10   to me.



         11    219           Q.   Okay.



         12                  A.   Yes.  We failed to run a



         13   comparative analysis, which we -- if we were have given



         14   the time to run a -- conduct a comparative analysis, we



         15   would have used a better example of why we believe



         16   Mr. Moyse did not use the Registry Editor program.



         17    220           Q.   Okay.  In your affidavit, you rely



         18   on the metadata and the absence of change in the



         19   metadata, correct?



         20                  A.   Can you repeat that.



         21    221           Q.   In your affidavit, this second



         22   affidavit of yours --



         23                  A.   Yes.



         24    222           Q.   -- you are referring to the absence



         25   of the metadata?  The lack of change to the metadata?
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          1                  A.   That's correct.



          2    223           Q.   But do you agree with the



          3   information in Mr. Musters' affidavit that that



          4   information is not probative, positive or negative, as



          5   to whether the Registry Editor was, in fact, used?



          6                  A.   I agree.



          7    224           Q.   So now if we go back to your first



          8   affidavit.



          9                  A.   Yes.



         10    225           Q.   Do you agree with me that the



         11   absence of a Secure Delete log and the absence of any



         12   record of activity in the system summary is not



         13   conclusive as to whether or not a user ran Secure



         14   Delete on Mr. Moyse's computer to delete files or



         15   folders?



         16                  A.   It's not conclusive to show -- can



         17   you repeat that statement, please.



         18    226           Q.   Sure.  It's a bit of a double



         19   negative --



         20                  A.   Yes.



         21    227           Q.   -- but the point is it's not



         22   conclusive to support the conclusion you reach at



         23   20(b), which is that the computer was not used to



         24   delete files or folders.



         25                  A.   No.  I still stand by 20(b).  I
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          1   still stand by that.



          2    228           Q.   Okay.  Well, Mr. Lo, it's possible



          3   that the Secure Delete log had been deleted?



          4                  A.   But we have no evidence to show



          5   that.



          6    229           Q.   And the reason we have no evidence



          7   is because the registry doesn't record evidence of



          8   deletions, manual deletions, from the registry,



          9   correct?



         10                  A.   But that yet we did not find any



         11   evidence that Registry Editor was run.



         12    230           Q.   Right.  Because Registry Editor



         13   doesn't record evidence that it was run, correct?



         14                  A.   No.  There are other records on the



         15   computer which would indicate Registry Editor was run.



         16    231           Q.   None of those are in the record



         17   before us, are they?



         18                  A.   Not on -- not recorded in



         19   affidavit, but after Mr. Musters' last affidavit, we



         20   took -- we took another look.  We look at other



         21   forensic evidence on the computer that would indicate



         22   operation of the Registry Editor, and we found none.



         23    232           Q.   Okay.  Well, we don't have the



         24   benefit of any evidence of those, and we have no way to



         25   test that.  So you are telling me that sometime in the
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          1   past 24 hours you ran additional tests on Mr. Moyse's



          2   image?



          3                  A.   That is true, yes, yes.



          4    233           Q.   All right.  And, again, this is an



          5   image that Mr. Musters does not have access to?



          6                  A.   I don't know what Mr. Musters have



          7   and have not, but I --



          8                  MR. WINTON:  Okay.  Counsel, do we agree



          9   Mr. Musters doesn't have access to it?



         10                  MR. BORG-OLIVIER:  We do agree with



         11   that.



         12                  BY MR. WINTON:



         13    234           Q.   Okay.  So you accept that now?



         14                  A.   Okay.  I accept that now, yes.



         15    235           Q.   Right.  Okay.  And so based on



         16   these other tests that aren't described in your



         17   affidavit that you ran, you are now saying again that



         18   the Registry Editor wasn't used?



         19                  A.   We still found no evidence that the



         20   Registry Editor was run.



         21    236           Q.   Okay.  You found no evidence that



         22   the Registry Editor was used?



         23                  A.   Yes.



         24    237           Q.   And that's the highest that you can



         25   put it at:  That you have no evidence that the Registry
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          1   Editor was used?



          2                  A.   That's correct.



          3    238           Q.   Okay.  You can't state here today



          4   conclusively the Registry Editor was not used?



          5                  A.   I have found no evidence that the



          6   Registry Editor was --



          7    239           Q.   Right.  And so that's why I'm



          8   putting it a different way.  You cannot state today



          9   conclusively that it was not used?



         10                  A.   I prefer the statement that I found



         11   no evidence that it was run.



         12                  MR. WINTON:  That's fine.  Let's go off



         13   the record.



         14                     -- OFF THE RECORD --



         15                  MR. WINTON:  So just to clean up a



         16   question from earlier on in the cross-examination,



         17   Counsel, I understand from what you told me while we



         18   were off the record that your firm retained Mr. Lo's



         19   firm on or about February 20th, 2015, correct?



         20                  MR. BORG-OLIVIER:  That's correct.  And



         21   that's the best we can figure out while sitting here at



         22   this point.  If I find anything that turns out that's



         23   incorrect or if I can further refine that, I will let



         24   you know, of course.



         25                  MR. WINTON:  That's fine.  The on or
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          1   about February 20th is fine for my means.  Thank you.



          2                  So if we can go back off.



          3                    -- RECESS AT 11:28 --



          4                   -- RESUMING AT 11:41 --



          5                  BY MR. WINTON:



          6    240           Q.   So while we were off, we got a



          7   response to the question I had asked earlier regarding



          8   the capacity of the hard drive and how much data was



          9   using up that capacity, and just to clarify, I



         10   understand, Mr. Lo, that the hard drive itself has a



         11   capacity of approximately 750 gigabytes?



         12                  A.   Uhm-hmm.



         13    241           Q.   Yes?



         14                  A.   Yes.



         15    242           Q.   And I understand that, from the



         16   analysis conducted by your firm, you determined that



         17   approximately 150 gigabytes of that capacity was used



         18   up with or taken up with data on the hard drive?



         19                  A.   That's correct, uhm-hmm, yes.



         20    243           Q.   And so in reviewing 150 gigabytes



         21   of data to look for random sequences of data writing,



         22   you would agree with me that would take a considerable



         23   amount of time?



         24                  A.   Yes and no.  The reason why I say



         25   yes and no is if you were to look at every single byte
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          1   for randomness, yes, that would take a long, long time;



          2   however, we are, at this point, once again, going back



          3   to the point that we look for generically known as red



          4   flag, if -- because out of that, we could -- through



          5   our forensic software, we could quickly scan through



          6   the bits and bytes and determine if we see certain



          7   random patterns or just patterns that would be -- that



          8   would call for our attention, and we did not see any.



          9    244           Q.   Okay.  But you don't recall exactly



         10   how much time was spent doing that analysis?



         11                  A.   No, I do not.



         12                  MR. WINTON:  Okay.  Well, I don't think



         13   there are any undertakings outstanding.



         14                  MR. BORG-OLIVIER:  I think there are.



         15                  MR. WINTON:  Are there?



         16                  MR. BORG-OLIVIER:  Yes.  We have



         17   undertaken I think to produce the chain of evidence.



         18                  MR. WINTON:  Right.



         19                  MR. BORG-OLIVIER:  And to advise on how



         20   we ended up with a separate image of the hard drive.



         21                  MR. WINTON:  Right.



         22                  MR. BORG-OLIVIER:  And we've taken under



         23   advisement the question of whether we would provide a



         24   copy of the image to Mr. Musters for analysis.



         25                  MR. WINTON:  Okay.  Subject to the
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          1   answers to those questions, this cross-examination is



          2   concluded.



          3                  MR. BORG-OLIVIER:  I've just got a few



          4   in re-exam.



          5                  MR. WINTON:  I just want to make it



          6   clear, before you -- I want to have a chance to



          7   possibly object, given the prolonged absence during the



          8   break.



          9                  MR. BORG-OLIVIER:  That's fine.  Yes.



         10                  MR. WINTON:  I understand he's going to



         11   answer anyways, but let me at least see if I register



         12   an objection.



         13                  MR. BORG-OLIVIER:  Yes.  Let's go off



         14   the record for a second.



         15                     -- OFF THE RECORD --



         16                  RE-EXAMINATION BY MR. BORG-OLIVIER:



         17    245           Q.   Mr. Lo, you recall Mr. Winton was



         18   asking you questions about your most recent affidavit



         19   and the one from Mr. Musters that came in yesterday?



         20                  A.   That's correct.



         21    246           Q.   And Mr. Winton asked you certain



         22   questions pertaining to the metadata, which may or may



         23   not show use of the Registry Editor program?



         24                  A.   That's right.



         25    247           Q.   And you agreed with Mr. Winton that
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          1   Mr. Musters was correct in noting that the metadata in



          2   the Windows environment wouldn't reflect the use of the



          3   Registry Editor?



          4                  A.   Yes.



          5    248           Q.   And you recall that you told



          6   Mr. Lo (sic) that there was -- that there were other



          7   steps that could be taken to determine whether the



          8   Registry Editor program had been run?



          9                  A.   That's correct.



         10    249           Q.   Okay.  And I don't believe



         11   Mr. Winton asked you, so I would like to ask you what



         12   sort of other steps were you referring to there.



         13                  MR. WINTON:  That's okay.



         14                  THE WITNESS:  Okay.  So, once again, on



         15   a Windows computer, "Windows computer" meaning a



         16   computer that runs a Windows operating system, there



         17   are many evidence or references that would point to the



         18   launch or use of any applications or access to certain



         19   files, and one of those would be called link files.



         20   Link files are basically like shortcut files that



         21   would -- it's kind of like a recording that points to



         22   applications that were used or documents that were



         23   accessed, that type of things.



         24                  So in this particular case, we took a



         25   second look in response to Mr. Musters' latest
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          1   affidavit and to see if we could identify any evidence



          2   showing the usage of Registry Editor on the link files



          3   record, and we did not find any.



          4                  BY MR. BORG-OLIVIER:



          5    250           Q.   And what would you expect to see if



          6   the Registry Editor had been run in the link files?  Is



          7   it a link files program?  How do we refer to it?



          8                  A.   No.  Link files is a feature of the



          9   operating system.  All it is is provide kind of like



         10   efficient shortcuts for user to know some of the paths,



         11   documents, that have been accessed, as I said before,



         12   or application that was used.



         13    251           Q.   And what would you expect to see



         14   there if the Registry Editor program had been run?



         15                  A.   I would -- I would -- I would



         16   expect some references to the launch of the Registry



         17   Editor executable recorded in the link files.



         18    252           Q.   And how far back in time would



         19   those link files be recorded?



         20                  A.   From my memory, we believe we have



         21   seen applications as far back as 2012 that was recorded



         22   in the link file analysis -- in the link files records.



         23    253           Q.   So what conclusions, if any, do you



         24   draw from that?



         25                  A.   Based on our analysis of the link
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          1   file records, we do not see any evidence that the



          2   Registry Editor was used.



          3    254           Q.   Okay.  And you'll recall that the



          4   software suite that was referred to that includes,



          5   among other things, the Secure Delete program was known



          6   as the Advanced System Optimizer.  Do you recall that?



          7                  A.   Yes, I do.  In fact, I think I



          8   recorded that on my first affidavit, yes.



          9    255           Q.   Okay.  And do you see any evidence



         10   among the link files that that program was used?



         11                  A.   Yes, I do.



         12                  MR. BORG-OLIVIER:  Those are my



         13   questions in re-exam, Mr. Winton.



         14                  MR. WINTON:  Okay.  I do have some



         15   questions arising out of that.



         16   CROSS-EXAMINATION BY MR. WINTON:  (Cont'd)



         17    256           Q.   You conducted your second look



         18   yesterday?



         19                  A.   After we received Ms. -- yes, so



         20   that would be yesterday, I believe, yes.  Yes, that's



         21   correct.



         22    257           Q.   You didn't conduct this analysis,



         23   you say, regarding the link files prior to swearing



         24   your May 12th affidavit, correct?



         25                  A.   No.
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          1    258           Q.   Okay.  You understood at the time



          2   you were swearing an affidavit in response to



          3   Mr. Musters' affidavit that you were providing evidence



          4   as to whether or not the information in Mr. Musters'



          5   affidavit was accurate, correct?



          6                  A.   Which --



          7    259           Q.   The second one.



          8                  A.   The second one.  Yes, yes, that's



          9   right, yes.



         10                  MR. WINTON:  No further questions.



         11   --- Whereupon the cross-examination concluded at 11:49



         12   a.m.
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