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(((\) Neesond7Associates WWw.neesoncourtreporting.com
COURT REPORTING AND CAPTIONING INC. (416) 413-7755 (888) 525-6666


http://www.neesoncourtreporting.com

© 00 N oo o B~ O w N

N N N N N N P P P PP PR PR
g b~ W N P O © 0 N OO O b W N +—, O

The Catalyst Capital Group Inc. v.Brandon Moyse et al
MUSTERS, MARTIN on August 01, 2014

Page 3

NUVBER/ DESCRI PTI ON

| NDEX OF EXHI BI TS

No Exhi bits Marked

PAGE/ LI NE NO

COURT REPORTING AND CAPTIONING INC.

@@o NeesondrAssociates

Www.neesoncourtreporting.com
(416) 413-7755 (888) 525-6666


http://www.neesoncourtreporting.com

© 00 N o o B~ W N -

N R N R N I T T R R e
g A W N P O © 0 N O O A W N B O

The Catalyst Capital Group Inc. v.Brandon Moyse et al
MUSTERS, MARTIN on August 01, 2014 Page 4

--- Upon commencing at 1:53 p.m

MARTI N MUSTERS, SWORN:

CROSS- EXAM NATI ON BY MR TETREAULT:

Q Can you, please, state your nane
for the record?

A Martin Hubert Musters.

Q And this is a cross-exam nation
for your affidavit sworn on June 26, 2014; correct?

A Yes.

Q And the matter is The Catal yst
Capital Goup Inc. and Brandon Myse and West Face
Capital Inc.

MR. W NTON:  Yes.

THE DEPONENT: Yes.

BY MR TETREAULT:

Q Wien was -- your firmis called
Conput er Forensics Inc.?

A Correct.

Q And when was Conputer Forensics
Inc. first contacted about this matter?

A Can | refer to ny affidavit?

Q Yeah, of course.
A June 20t h, 2014.
Q Ckay, and who contacted CFl?
A M. Wnton.
Neesond7Associates www.neesoncourtreporting.com
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8

10

11

12

Q Were any ot her enpl oyees of CFl
involved in this matter besides yourself?

A | was acconpani ed by one of ny
associ ates, Ani ko Kiss, for the collection of the
evi dence on June 21st al though she was there to
observe, and | perforned the acquisition, the
forensic image and the anal ysis.

Q OCkay. Specifically, what
I nstructions or directions were you given to
perform-- you know, what was the scope of your
retainer?

A Are we referring initially or
during the course of or --

Q Let's start initially.

A | was inforned that an
enpl oyee -- a forner enployee, Brandon Myse, had
|l eft Catalyst Capital, and | was asked to | ook for
any evidence that files may have been transferred
fromthe Catal yst Capital environnment to any ot her
devi ce.

Q And who were you speaking with?

A M. Wnton.

Q WAs t here anybody el se?

A M. Rley was in attendance on

June 21st, but | did not receive any instruction
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fromM. Riley.

13 Q Did you receive any instructions
or directions in witing?

A If you're referring to e-mail?

14 Q  VYes.

MR WNTON:. There were -- |'mjust
here to assist. So there were e-nmails relating to
the |l ocation of the attendance and the type of
conputer. | think there was sone questions
M. Misters had about --

THE DEPONENT: \Wether it was
encrypt ed.

MR WNTON:. -- the conputer system and
whet her it was encrypted, but other than that, the
I nstructions regarding the taking of the forensic
i mage were not in witing. It was an oral
conversation he and | had.

BY MR TETREAULT:

15 Q Can | have an undertaking to
produce all e-mail conmunications between
M. Misters or CFl and either Catal yst or your
firnf
R F MR, WNTON: No.

BY MR, TETREAULT:

16 Q Where did you conduct the forensic
(@ NeesoniAssaciates (416 4157755 (558 5256658
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17

18

I mge of Brandon's workplace conputer?

A At our offices.

Q And what steps are involved
in -- what steps did you undertake to conduct the
f orensi c exam nation?

A [f you will permt, | would |ike
to start at the beginning. |Is that all right?

Q Yeah.

A Ckay. Wen | attended on June
21st, | placed the -- | was given a desktop that |
was told bel onged to Brandon Moyse. | renoved the
cover of the desktop. | connected -- there was no
power to this device. | renoved the cover. |
pl aced the hard drive behind a Tabl eau TK35 wite
bl ocker, and | created a forensic inmage of the
drive using a programcalled FTK Imager. | used ny
| aptop, ny forensic |laptop, to performthat. So at
no tine did the hard drive -- at no tinme was the
hard drive altered in any way, shape or form

Fromthere, | brought the inmage back to
our office, and | ran it through two prograns. One
Is called FTK Forensic Tool kit, and the other one
is called Internet Evidence Finder. | ran -- |
forgot one step. | always create a second copy of

the image in the event that sonething happens to
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19

the original copy.

So once those two prograns were run,
FTK and I nternet Evidence Finder -- | also on
occasi on use Encase, nore so for browsing file
structures. So those are the three prograns in ny
tool kit, and once those -- once the image is
processed, then | begin the anal ysis work.

Q Ckay. So once the i mge was
created, what were the next steps in terns of
anal yzi ng the i mage?

A Two aspects. One, | use FTIK to
| ook at what are called LNK files. LNK files cone
in two versions, one you could refer to as a
shortcut and one you could refer to as a file
that's created so that it's copied to an external
devi ce.

If we go back a little bit in terms of
technol ogy, if you were to burn a CD, every file
t hat you burnt on the CD woul d have created an
associated LNK file. So, first, it creates all the
files, puts it altogether and then burns it to the
CD, and then in that process, you have a set of LNK
files. That's also true when you copy sonething to
a USB or external device.

So the first thing that | would do is

(((\) Neesond7Associates WWw.neesoncourtreporting.com
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| ook for LNK files. If | recall, | found none that
were out of the ordinary, and then | went to

| nternet Evidence Finder, and | |ooked for -- it
has a category within Internet Evidence Finder

call ed the O oud-based URLS, so | picked up the

Cl oud- based URLs, and | found that Dropbox and

anot her C oud-based service called Box were used,

so they're of interest to ne.

Q Ckay.

A | also -- it has a category
for -- | can't renmenber what the exact nanme is, but
it identifies web-based e-mail, so whether it be

Hotrmai |, Gmail, Yahoo nmail, whatever.

So | noted that there were two personal
accounts that appeared to be belonging to Brandon
or certainly two accounts that were avail able on
the desktop, and | also within Internet Evidence
Fi nder searched for file accesses. The specific --
the specific command is file -- | search your file
accesses.

| don't know, | can keep goi ng, but
have | answered your question, or are you | ooking
for nmore detail?

Q So | guess what |I'mgetting at, so

the end product of this, | guess, is a list of
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files that he accessed?

A If -- no. |If | go back to the
initial question, which was is there evidence of
files being transferred to another device, if | can
use that term then the references to Box and the
references to Dropbox were certainly of -- fal

within the scope of that question.

22 Q Ckay.

A And if | then look for all files
t hat have been accessed with -- and they're
presented within Internet Explorer, but it doesn't
nmean that they cane fromlnternet Explorer, then
those files are also of interest, and that's where
| found a nunmber of references to files within
Dr opbox as an exanpl e.

23 Q Right. So did you use search
terms to find specific -- or specific files, or did
you have a conplete list of everything you
accessed?

A Sorry, please repeat the first
part of that question.

24 Q So were you given any search terns
to |l ook for specific files, or did you have a
conplete Iist of files that he accessed which you
then reviewed with sonebody?

(@ NeesoniAssaciates (416 4157755 (558 5256658
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A No, to the second part of your
question. The first part of your question
Is -- forgive nme, |I'mnot understandi ng exactly
froma technical perspective what you're asking ne

on the first part.

25 Q So if we go through the various
exhibits in your affidavit.

A Yes.

26 Q For instance, at tab Fis a |ist
of files that Brandon appears to have accessed
relating to WND Mbile.

A Ckay.

27 Q So what |'m asking, you searched
the tine period May -- or sorry, March 27th to My
26t h; correct?

A Yes.

28 Q So this is only a subset of the
files he accessed on a specific date?

A Correct.

29 Q So woul d you have an entire I|ist
of files simlar to this that he accessed during
the entire period that you exam ned?

A If you're asking nme if a list of
files was provided to nme that | searched for, the
answer is no.

(@ NeesoniAssaciates (416 4157755 (558 5256658
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30

31

32

33

34

Q No, but I'masking if -- | nean,
' massum ng that you created this chart at Exhibit
E, right?

A Correct.

Q So is there -- so where did this
cone fron?

A In -- | provided -- sorry, let's
tal k about -- within Internet Evidence Finder, |
can search for all files that were accessed that
become of interest.

Q But how woul d t hey becone of
Interest to you? You would have no i ndependent
know edge of what would be of interest or not;
correct?

A Then let nme explain before
you -- within Internet Evidence Finder, | search
for alist of all files within Internet Evidence
Finder. More specifically, | search for file
col on colon slash slash slash; okay?

Q Ri ght.

A And that gives ne a file list and
that file list | provided to M. Wnton because |
have no way of knowi ng what is truly of interest or
not. That's not ny role here.

Q Ckay. So can | just stop you

(((\) Neesond7Associates WWw.neesoncourtreporting.com
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t here?

A Sur e.

35 Q Do you know how many files were on
that list?

A | do not recall at this time how
many files were on that |ist.

36 Q More than a hundred?

A | do not recall how many files
were on that |ist.

37 Q Wl |, how many pages was the list?

A It was in an Excel spreadsheet.

38 Q Ckay. Do you have an estimte of
how many, how many files were on the list?

A ["mtruly not confort -- I'mtruly
not confortable answering how many files. | don't
know.

39 Q Can | have an undertaking to
answer the question of how many files were on the
| i st produced to your firnf
UuT MR WNTON: Yes, we'll give you that
undertaking. We will informyou as to how many
files -- I"'mnot sure if we could use the term
“"files", but how many entries, let's say, were on
the Iist on the spreadsheet provided to us by
M. Misters.

(@ NeesoniAssaciates (416 4157755 (558 5256658
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40

BY MR TETREAULT:

Q And can you, please, produce the
| ists?

MR WNTON: Well, I'lIl take that under
advi senent, because as you can appreciate, there's
a lot of confidential information on that through
file names that we do not want Wst Face accessing.
So unl ess you can explain to ne what the basis is
for asking for the actual list, --

MR. TETREAULT: Sure.

MR WNTON: -- I'mnot sure that
you're entitled to it, that it's relevant to
anything that's in dispute here.

MR, TETREAULT: So the position of
Catal yst and M. Misters, if | understand
correctly, is that the pattern of the way he
accessed files nmakes it suspicious, I'll say, or
| eads to the inference that he was transferring
files into a Coud account.

So having access to the full list would
enable us to determ ne whether -- there's no
context behind the way that he accessed these
files, so seeing a full list would -- it would
allow us to determne, you know, is this a norma

pattern for him did he normally open a nunber of

(((\) Neesond7Associates WWw.neesoncourtreporting.com
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files in a short period of tine and things of that
nature that would be able to put his actions which
you say are suspicious into context.

MR WNTON:. Well, if I may, | don't
think the word "suspicious" is anywhere in
M. Misters' affidavit.

MR, TETREAULT: Ckay.

UA MR WNTON:. So there's that, and
secondly, | don't think you've established that if
he -- if it's a pattern of conduct that, | guess,

happens on other dates other than the dates
identified in the affidavit, | don't think you've
established that it sonehow underm nes M. Misters
concl usi on.

So we have no evidence that that would
actually prove what you say it proves, and so given
the sensitivities of producing that docunent, I'm
taking it under advisenent, and what | suggest is
I f maybe offline we can negotiate sone way of
protecting confidentiality, we may be able to
produce it to you, but I'"mnot going to give you an
undertaki ng on this cross-exam nation.

BY MR TETREAULT:

41 Q Ckay. So you said that the -- you
provided a list to M. Wnton. So what was -- what
(((\) Neesond7Associates WWw.neesoncourtreporting.com
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happened next?

A | can't speak for -- well, | can't
speak for what M. Wnton did with the |ist.
Subsequently to that, | was asked to narrow in on

certain phrases and certain dates.

42 Q Can you be specific about who you
were speaking with and what specifically they asked
you to do?

A Al ways speaking with M. Wnton,
so. ..

43 Q So when did you speak to
M. Wnton?

A | don't have that information with
Ime.

44 Q And so he asked you to focus on

specific files?

A Specific dates and -- for exanple,
| recall -- give nme one nonent.

--- M. D Pucchio joins exam nation

at 2:19 p.m

THE DEPONENT: | recall a request for
Stelco. | recall a request for WND Mbile. |
al so know that | | ooked at any -- |ooked for any
e-mails with respect to his personal accounts, one
Hotmail, one Gmil. So ny affidavit -- one second.

(@ NeesoniAssaciates (416 4157755 (558 5256658
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The appendi ces and the spreadsheet provided are the
results of those inquiries.

BY MR TETREAULT:

45 Q Did you produce a report?

A Qutside of this affidavit, no.

46 Q If | can take you to M. Rley's
affidavit.

MR WNTON: Sure. Just one second. |
do want to clarify there was a report produced with
respect to the Bl ackBerry.

MR TETREAULT: R ght.

MR WNTON:. Just, | think, if you're
aski ng about the subject nmatter of his affidavit,
that's what his answer, | believe, was pertaining
to.

THE DEPONENT:  Yes.

MR WNTON: | just want to nake sure
there's no error on the record.

BY MR TETREAULT:

47 Q Yeah, and you produced the
Bl ackBerry report, and we'll get to that |ater.

A So | did not nean to suggest that
| didn't produce the Bl ackBerry report.

MR WNTON. So we're at M. Riley's
affidavit.

(@ NeesoniAssaciates (416 4157755 (558 5256658
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BY MR TETREAULT:

48 Q Par agraph 50, and you can just
read it to yourself and | et me know when you're
ready.

A "1 understand from Musters'
report --"

49 Q You don't have to read it out
| oud.

A Ch, sorry. | thought you asked ne
to read it out | oud.

50 Q No. So M. Riley says that he
under stands from your report. So your evidence is
that there was no report; correct?

A ["'mtrying torecall. | did not
produce a report outside of ny affidavit and the
Bl ackBerry report.
51 Q Ckay, and then at paragraph 49, it
says:
"The information set out bel ow
Is derived fromthe report and
affidavit of Musters which |I have
reviewed prior to swearing this
affidavit."”
So again, your evidence is that you
didn't produce a report to M. Riley or at all?
(@ NeesoniAssaciates (416 4157755 (558 5256658
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MR WNTON: He's answered the
questi on.

BY MR TETREAULT:

52 Q Ckay. No, |'ve got ny answer. |[f
you do happen to cone across a report, can | get
your undertaking to produce it?

MR WNTON: | can explain this -- what
you're getting at if you allow ne to.

MR, TETREAULT: No, | have his answer.

MR WNTON: Ckay. There is no report,
and so there's nothing to produce.

BY MR TETREAULT:

53 Q Ckay. Wio chose the tinme period
of March 27th to May 267

A M. Wnton.

54 Q Did you review any other tine
peri ods?

A Can | have a nonent to review ny
affidavit to answer that question?

55 Q Sure. Did you review your
affidavit prior to this cross-exam nation?

A Yes.
56 Q Ckay.
A Yes. | need to understand
your -- | don't -- your question is too broad for
(@ NeesoniAssaciates (416 4157755 (558 5256658


http://www.neesoncourtreporting.com

© 00 N oo o B~ W NP

N N N NN NN P P P PR PR PR
O N W N P O © 0 N O O M W N B O

The Catalyst Capital Group Inc. v.Brandon Moyse et al

MUSTERS, MARTIN on August 01, 2014 Page 20
me to answer. \Wen | |ooked at Hotmail and Gmail
activity, | reviewed the entire conputer. \Wen |
| ooked at Internet Evidence Finder, |I |ooked at the

entire conputer. So you need to narrow your
question for me. Was | asked -- you need to narrow

your question for ne.

57 Q Vell, what tine periods did you
exam ne?

A For what ?

58 Q For anyt hi ng.

A | reviewed the entire conputer.

59 Q Ckay. Well, you haven't produced
any information in ternms of files that he accessed
prior to March 27th; correct?

MR WNTON:. He hasn't produced any
i nformati on?

MR, TETREAULT: So these exhibits to
his affidavit, they're only -- | think the earliest
of the file -- it shows the date that he accessed
the file -- the files. The earliest is, |
think -- | believe March 28th.

MR WNTON: They say what they say.

BY MR TETREAULT:

60 Q So why did you choose to produce
only a portion of M. Myse's activity?

(@ NeesoniAssaciates (416 4157755 (558 5256658
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MR WNTON:. Can you -- what's the
basis for that question? Wat are you trying to
ask hinf

MR TETREAULT: |I'mtrying to get
context around the files that were produced and why
certain files were produced and certain files
weren't.

MR WNTON:. GCkay. | don't think any
files were produced.

MR, TETREAULT: O file nanes.

MR WNTON:. He didn't prepare any
reports on file activity. | think that may be the
problemw th your question. So he didn't prepare
any or produce any docunents.

BY MR TETREAULT:

Q Well, he produced -- all of his
affidavits are his file activity; correct? So why
only a portion of all the files he accessed -- you
tal k about this spreadsheet with his entire file
history. Wy did you select -- or why did you
choose to produce only a select portion over al
the files that you uncovered?

MR WNTON. Just to -- M. Misters
reported to us. He did not produce anything. So

I f you want to ask hi mwhat he reported on, that
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may be what -- I'mjust trying to assist him--
MR, TETREAULT: |'mjust going to nove
on.
MR WNTON:. -- in ternms of what you're

trying to ask.
BY MR TETREAULT:

62 Q Did you find any evidence of
M. Moyse copying files onto a USB?
A | just want to be thoughtful about
ny answer, So give ne a mnute. No.
63 Q Did you find any evi dence of
M. Myse transferring files into his Box or
Dr opbox account s?
A Yes.
64 Q What evidence is that?
A If | take you to Appendi x B of ny
affidavit, if you look at record No. -- and forgive
me, it's alittle bit small -- 99, you'll see a
reference to a file that ends Abdul | ah_docunents.
65 Q Ckay.
A So there's a file that was
referenced in his Box account called
Abdul | ah. docunents, and there's al so, right above
that, line 98 -- it says record 98 -- a | ogin.
66 Q So this -- you're stating that
(@ NeesoniAssaciates (416 4157755 (558 5256658
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this is a record of M. Myse transferring a file
to his Box account?

A |'msaying that if you | ook
at -- if you look at the information listed in
Appendi x B, okay -- sorry, |I'mjust |ooking for the
one that has the Dropbox stuff init. Do you know
which one I"'mreferring to, M. Wnton?

MR WNTON: If | rmay assist hinf
You' re | ooking for Dropbox report?

BY MR- TETREAULT:

67 Q Yeah, tab E

A Tab E? Yes, thank you. So if you
| ook at tab B and tab E, and you | ook at the access
times, then | would Iike to take you to a statenent
in ny affidavit, No. 17, that says:

"In my experience, Myse's

conduct of accessing several files

fromthe sane directory over brief

period of tine, as described above,

IS consistent wth transferring

files to a doud Service."

68 Q Ri ght, but doesn't your affidavit

al so say that when you transfer files to a O oud,

It doesn't leave a record in the conputer?

A It doesn't leave a LNK file.
(((\) Neesond7Associates WWw.neesoncourtreporting.com
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69

70

Q So you're stating -- so correct ne
if I"'mwong, intab E all the Dropbox, isn't this
just sinply a record of himaccessing the files in
hi s Dropbox?

A Vell, we have to apply sone |ogic
to what we're looking at. The Dropbox is a
Cl oud- based sharing service, and it's intended to
easily share files on nore than one conputer. So
we al so know that the desktop, which | analyzed --
|"'mreferring to the Catal yst Capital desktop that
M. Myse used, and we can see that it's com ng out
of his account.

So M. Moyse had credentials on his
account, on his conputer, to have these files. So
I f you're asking -- no one sets up Dropbox on one
conputer. They always set it up on nore than one
conputer for the purpose of sharing files. It
could be ten conputers, but let's go with two or
nore -- or two or nore devices, let's say, and --
so if you're asking ne did he put -- |I'mjust going
to pick one at random Msonite-1.pdf. It's
actually record No. 254. It's about, | don't know,
15 down.

Q Ckay.

A So did he access that file on this
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conputer? Yes. |If | look at sone of these file
names, | would -- | would see that these are files
that were accessed. |If you're asking ne were they

accessed because they were placed there from

sonewhere el se or were they accessed from-- sorry,
were they put there by Cat Capital, the answer is |
can't be sure, but | can tell that these files, if

they were in one place, they're logically in two

pl aces.

71 Q Ri ght.

A O nore, and the sanme applies to
ny statenments with respect to Box.

72 Q Ckay. So let ne help you out with
Box.

A Ckay.

73 Q So it's M. Myse's evidence that
his Box account was used for a work purpose, and on
his cross-exam nation, M. Riley acknow edged t hat
t he Box account was created for work purposes.

So given that both M. Myse and
M. Riley acknow edged that the Box account was a
Cat al yst account, would that change your beli ef
about M. Myse's conduct and the records show ng
t hat he accessed the Box account?
MR WNTON:. Wiat belief are you
(@ NeesoniAssaciates (416 4157755 (558 5256658
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referring to?

MR, TETREAULT: Well, M. Misters
pointed to the Box account and said that record 98
and 99 were, | believe -- correct nme if I'm
wong -- records of M. Myse transferring files to
a Box account.

MR WNTON:. Which appendix is it
agai n?

BY VR TETREAULT:

74 Q Appendi x B.
A Appendi x B, so one back. So |
referred to 98 and 99. So | referred to a login to
t he Box account, and | referred to Abdull ah
docunents.
75 Q So do you have any evidence to
di spute that those -- that M. Myse accessed these
files for a work-rel ated purpose?
A | was never asked to nake that
det erm nati on.
76 Q Wul d you agree that M. -- | can
take you to M. Myse's -- have you read
M. Myse's affidavit?
A | have.
77 Q So woul d you agree that the
records that you have produced are consistent with
(@ NeesoniAssaciates (416 4157755 (558 5256658
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78

79

Brandon's explanation for the records?

A |''mnot sure how to answer that
and maybe |I'Il answer it two ways. M task was to
poi nt out whether or not data had left the
organi zation through various neans, not -- through
various neans, and there are many ways that people
can take information froman organi zation. W know
and Brandon -- or M. Myse's affidavit
acknow edged that he was using a Box account.

Q For work purposes.

A | just want to be sinplistic for a
nmonent and say -- |I'mnot the | awer, so we know
that M. Myse was using Box account, and we know
that M. Myse was using a Dropbox account. So for
what purpose is not for nme to determ ne. However,
if I were to have the opportunity to review other
devi ces that woul d have been attached to this Box
or Dropbox account, then by producing those
results, the lawers -- | refer to both sides --
can then determ ne whether or not your statenent of
for business purposes only is valid. | don't know
that. | don't -- | haven't been asked to respond
to that, and I nake no assertion whether or not it
was for those purposes or not.

Q Can you explain why in every other
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exhi bit through your affidavit the user is |isted,
but in Exhibit B, it does not |ist the user?

A That's sinply a function of
I nternet Evidence Finder in that it wasn't able to
recover that information. |[If you're asking nme is
that information avail able, the answer is Internet

Evi dence Finder did not produce that.

80 Q Is it possible that sonebody el se
was accessing these files on Brandon's conputer?

MR WNTON:. What's the basis for
aski ng that question?

MR TETREAULT: |If you | ook at Dropbox,
for instance, on the second page, the date that the
files --

MR WNTON: Sorry, which tab are you
at?

MR, TETREAULT: Exhibit B, page 120.

MR, WNTON: Yeah.

MR, TETREAULT: The date accessed says
6/ 20/ 2014, which is June 20th, 2014.

MR WNTON: Onh, the last one at 3:45
p. M

THE DEPONENT:  Okay.

MR, TETREAULT: So it's -- | nean,
Brandon didn't have access to his workpl ace

(@ NeesoniAssaciates (416 4157755 (558 5256658
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conputer after --

MR WNTON:. |Is there any -- where are
we getting this fronf

MR TETREAULT: M. Riley stated that
he had -- | nean, it's not in dispute that
M. Myse didn't work at Catal yst after May 26t h,
t hat he was asked to | eave the workplace. By June

20th, that's after...

MR WNTON: | just think -- if you
want to ask a question, ask a question, but if
you're going to -- because if you're here to give
evidence, |'mnot going to accept that. So I think

you have to ask a question of this wtness rather
t han giving hima whole bunch of evidence and then
asking himto comment on it.

BY MR TETREAULT:

81 Q I[t's not in dispute that M. Myse
wasn't in the workplace on June 20th, so why is
there a record here fromM. Myse's conputer on
June 20t h?

A Do you want ne to answer that
guestion?

82 Q Yes.

A To ne, it seens sinple. |f | have
a conputer here and a conputer here, and let's cal
(@ NeesoniAssaciates (416 4157755 (558 5256658
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this conmputer -- let's call it Conputer 1, which is
the Catal yst Capital conputer, and Conputer 2,

the -- another conputer not at Catal yst Capital,
then as long as both conputers are connected to the
Internet, then if Conputer 2, which is not at

Catal yst Capital, accesses a file, that file wll
be synced -- that's the whol e purpose of Dropbox --
to other conputers that Dropbox is |inked to.

So to see a Dropbox file accessed after
M. Myse was no |onger in the workpl ace does not
surprise me. Wiat it does is confirns to ne that
there's another conputer that has access to those
Dr opbox fil es.

Q So what you're stating is that
reference to Dropbox is not M. Myse accessing the
Dropbox on his workpl ace conmputer, the conputer
whi ch you exam ned, but it's himexamning -- it's
hi m accessi ng Dropbox on anot her conputer?

A | can give you a theoretical
exanple. If | put a file on Conputer 2, which |'ve
descri bed as not being at Catalyst Capital, a brand
new file called Marty.doc, then -- and Dropbox --
and this conputer at Catalyst Capital is on-line,
then the brand new file called Marty.doc will end

up in the Dropbox of Catalyst Capital's conputer.
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85

86

87

88

Having said that, it will have a
creation date, a last nodified date and an access
date. So | haven't done a detail ed anal ysis of
these files that you're referring to, but | can
tell you that there's a |ogical explanation for it.

Q So I'l'l ask the question that |ed
to this chain again. Gven the user is not --
there's no record of the user, is it possible that
t here was another user who accessed these files on
Brandon' s conputer?

A | f soneone -- well, let's walk
t hrough that.

Q | mean, it's a yes-or-no question.

A No, it's not.

Q So if sonebody else |ogged into
their own -- to their own |ogin on Brandon's
conputer, there would be no record of that?

A | never said that.

Q So why isn't it possible?

A All right. Let ne walk you
through that. |If Marty Musters signed on to
Brandon's conputer, then Marty Musters woul d not
have access to Dropbox because that was tied
M. Myse's account.

Q But all this says is -- oh, it
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89

90

doesn't matter. GCkay. Let's go to Exhibit C of
your affidavit.

A | haven't finished answering the
guestion, but do you want nme to --

MR WNTON: Apparently it doesn't
matter, so don't worry about it.

THE DEPONENT:  Okay.

BY MR TETREAULT:

Q So it appears that sone of the
file names in this list are duplicates. Wy would
t hat be?

A Vel l, Internet Evidence Finder
produced these, extracted these. | wll agree with
you that they appear to be duplicates because they
have the exact visit date and tinme and the sane
file name. So yes, sone of them appear to be
duplicates although I can't dismss the fact that
they're duplicates. | will agree with you that
t hey appear to be duplicates unless | did nore
research into whether they were in two different
| ocations, if | try to drill down in terns of
getting sone additional information about them but
on the surface, they appear to be duplicates, and
"Il agree with that.

Q Ckay. So can you help ne
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under stand what the |ast date visited nmeans?

A The last -- it's referred to as
the | ast access date and tinme. It is dependent on
how t he operating systemtreats those dates and
times. For exanple, the Apple operating system
versus Wndows 7 versus Wndows XP all treat the

sane date differently.

91 Q So --

A So having said that, Brandon's
conputer was a Wndows 7-based machine. So if |
restrict ny answer to Wndows 7, which would nmake
the nost sense, then it either nmeans that the file
was mani pulated as in it was accessed, it was
copied. The -- noved. There would be a nunber of
reasons why an access date in Wndows 7 m ght get
updat ed.

92 Q Ckay. So even though this group
of files was accessed over an 11-mnute period,
t hey coul d have been open for much | onger; correct?

A If you're asking me did | -- did
t he user open docunment 1, and then while docunent 1
was open, open docunent 2 and then open docunent 3
and so on, it's possible.

93 Q What evi dence do you rely upon for
your belief it was very likely that he transferred
(@ NeesoniAssaciates (416 4157755 (558 5256658
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94

95

these files to his O oud accounts?

A Because when | ook at the tinmes,
it's 6:28:18, 6:28:27, 6:29:31, 6:30:15. | also
see in the front that it references drive N Drive
Nis a server drive. |It's not a |local drive.

So now you're asking me -- now | need
to take a nunber of factors into consideration.

How fast is the network speed? Is it running at 10
megabits per second, a hundred negabits per second?
| have not done an analysis of the network speed,
but | also can tell you that based on ny
experience, people don't |ook at a docunment for 15
seconds, 11 seconds, 9 seconds and so on.

Q But didn't you just state it was
possi bl e that these were open |onger than the 11
m nut es?

A Ckay. Let nme add to ny answer.

Is it possible? Sure. Is it likely? No.

Q What nmakes you think that it's
unli kel y?

A If I wanted to | ook at 20
docunents, | wouldn't open up 20 docunents all at
the same tine and then go back to the first one and
| ook at it and then go back to the second one and

| ook at it. | would open and cl ose the docunent,
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and | woul d open and cl ose the next docunent, and |
woul d open and close the third docunment and so on,
or | would copy themor | would nove themor |
woul d do something with them but ny experience

tells nme that these files were |ikely copi ed.

96 Q Is it fair to say that your belief
I s specul ation?

A No.

97 Q Wl |, what evidence do you have to
prove that he copied these to a Dropbox or a O oud
account ?

MR WNTON:. He already answered that
questi on.
BY MR TETREAULT:

98 Q So you're stating -- can we go to
paragraphs 43 to 46 of Brandon's affidavit? Have
you revi ewed Brandon's expl anation?

MR WNTON:. This one is marked up. W
may want to show hima cl ean one.

MR. TETREAULT: Sure.

MR WNTON: There's a little bit of
under | i ni ng.

BY MR TETREAULT:

99 Q Have you reviewed Brandon's
expl anation for accessing the investnment |etters?

(@ NeesoniAssaciates (416 4157755 (558 5256658
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A | have.
100 Q So you state that Brandon's

101

102

activity is consistent with transferring the files
to Dropbox?

MR WNTON: | don't think that's --

THE DEPONENT: That's not what | said.

BY MR TETREAULT:

Q But that's at paragraph 17 of your
affidavit.

MR WNTON:. | don't think that's an
exact wording of what his evidence is. | think the
exact wording is inportant, counsel. He said it is
hi s opinion, based on the pattern of conduct
descri bed above, that M. Myse was very likely
transferring the docunents he reviewed from
Catal yst's conmputers to his Dropbox or Box
accounts, although he cannot say so definitively at
this tine. That was his evidence.

BY MR TETREAULT:

Q Wul d you agree that Brandon's
activity is also consistent wth his own
expl anation that he skinmmed the files | ooking for
specific informati on and then cl osed then?

A Do you mind if I just reread No.
437?
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103 Q Yeah, go ahead.

A | will -- in ny experience, | wll
say to paragraphs 43 and 45 that it's an unlikely
expl anati on.

104 Q s it possible?

A Anything i s possible.

105 Q How woul d the activity | ook

different if he was sinply reading the files?

A The tine --

MR WNTON: | just want to point out,
at paragraph 46, M. Myse admts that he only --
46, it's right after the paragraph you pointed him
to, so you have the benefit of it.

MR, TETREAULT: R ght.

MR WNTON. The reason it only took
hi m approxi mately 11 mnutes. So | don't think
it's fair to suggest to this wtness that, in fact,
he was | ooking for longer than the time period that
he admts in his owm affidavit he was spending. So
why don't we work within the evidence that we have
on the record, --

MR, TETREAULT: Ckay.

MR WNTON: -- which is that he | ooked
at it for 11 mnutes, and let's ask our questions

based on evidence that's in the record and not on
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sone ot her specul ating question that apparently
isn"t the evidence.

BY MR TETREAULT:

106 Q Ckay. So based on M. Myse's
evi dence or affidavit, which you' ve read, how woul d
his file activity look different if that was true?
A Sorry?
R F MR WNTON. Don't answer that
questi on.
BY MR, TETREAULT:
107 Q You say that the pattern of
conduct -- based on the pattern of conduct
descri bed above, M. Myse was very |ikely
transferring the docunents he revi ewed.
So how woul d the pattern of conduct
| ook different if he was sinply reading the files
and cl osing then?
R F MR. WNTON:  Don't answer that
questi on.
BY MR TETREAULT:
108 Q Wuld it ook any different?
R F MR WNTON:  Don't answer. All of this
I's conpletely inproper questioning for him okay?
So we're not answering any of this.
BY MR, TETREAULT:
(@ NeesoniAssaciates (416 4157755 (558 5256658
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109 Q Havi ng read Brandon's expl anati on,
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112

113

114

has your belief changed that it's very likely that
he was transferring files?

MR WNTON: He already answered that.

BY MR, TETREAULT:

Q So why hasn't your -- before you
signed -- swore your affidavit, you weren't aware
of Brandon's expl anation; correct?

A Absol utely correct.

Q So why hasn't your explanation
changed after hearing Brandon's expl anation?

MR WNTON: | think he answered that
as well. You asked himwhether it changed. He
said it's unlikely and then he expl ai ned why.

THE DEPONENT: | don't believe ny
answer has changed from paragraph 17 and 18 in ny
af fidavit.

BY MR TETREAULT:

Q Have you reviewed the investnent

|etters that Brandon accessed?

A In terms of its content?
Q Yes.

A No.

Q

So you have no know edge of

whet her they contained confidential informtion?
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115

116

117

118

A A, | have no know edge, and B, |I'm
not in a position to determne it evenif | read
it.

Q The files that Brandon accessed
were available for him correct? He didn't bypass
any security neasures?

A | have -- I'mnot in a position to
answer that. | don't know the answer to that.

Q Ckay. Can we go to Exhibit D?

MR WNTON. Exhibit Dof M. Misters'
affidavit.

BY MR TETREAULT:

Q So what evidence do you rely upon
for the belief that it's very likely that he
transferred these accounts to his Coud account?

A |'ve al ready answered that.

MR, WNTON: No, not for Stelco. It's
a different --

THE DEPONENT: Sorry, forgive ne.
Sorry, I'mjust...

MR WNTON:  Just while he's review ng,
can you repeat the question?

BY MR TETREAULT:

Q What evi dence do you rely upon for

your belief that it was very likely that he
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119

120

transferred these files to his O oud accounts?

A When | see a pattern of activity
where the tines are close together, |'ve already
stated in this session that | saw no evi dence that
they were copied to a USB drive, so the activity
here is consistent wwth -- the conduct of accessing
several files fromthe same directory over a brief
period of time is consistent with transferring
files to a O oud Service.

Q But you'll agree with nme that
Exhi bit E only shows that Brandon accessed the
files; correct?

A Wl |, access neans a nunber of
things. Copying is a formof accessing.

Q Ckay. So are you stating that
this exhibit shows that he copied the files?

A |''mnot stating that, but I'm
stating that -- I'mstating that in conputer
| anguage, accessing neans a nunber of things or can
mean a nunber of things. It can nean opening up
the file and closing it. |t can nean copying it.
It can mean noving it. It can nean inporting 28
pi ctures into Photoshop and doing sonething with
those 28 pictures to create a collage. There's a

nunber of different explanations for the word
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"accessing"” and -- in a conputer sense.
So | still go back to my statenent in

121

122

paragraph 17 that if we elimnate thunb drives or
external USB storage devices, and we know he has a
Dropbox account, and we know he has a Box account,
and the file access tinmes are very cl ose together,
then my experience tells nme that this is consistent
wth ny statement in paragraph 17. That's nmy what
ny experience tells ne.

Q So you're relying upon sinply that
there's a pattern of himaccessing the files, not
any specific -- you know, you can't point to
anything specific to say this shows that -- this
specific entry shows that he transferred the file
from you know, here to here? It's just based on
the pattern of accessing the files?

A The pattern of accessing the files
and ny experience in the analysis of this case
draws me to the two conclusions in ny affidavit --
not two conclusions, the two paragraphs in 17 and
18.

Q Have you read Brandon's
expl anation for review ng these files?

A | have.

MR WNTON: Again, it's --
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124

125

MR, TETREAULT: Paragraph 47 and 48.

MR WNTON. It's highlighted. There's
no comments on it if that's okay.

BY MR TETREAULT:

Q Ckay.

A Ckay.

Q So having revi ewed his comment,
has your belief changed that it is very likely that
he was transferring the files?

A Vell, | read his own words where
he says | do admt transferring one Stelco doc --
Stelco file to Dropbox to read at hone.

So we know, based on this statenent,
that one or nore files was transferred to Dropbox.
Based on ny statenents in ternms of -- with no
know edge of M. Myse's statenent, ny statenent
was that it's likely that it was copied -- sorry,
based on the pattern of conduct, very likely the
transferring docunents to Dropbox. So |I'mnot sure
the question -- |'mal nost hearing you affirmny
coments based on his subsequent affidavit.

Q And again, |ike the investor
files, even though the list shows the files were
accessed over a 70-mnute period, they could have

been open for |onger?
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A Anything is possible, but that's
highly unlikely that you would -- |'ve never done
that. If | have 70 files to review, | don't open
up 70 files and then start |ooking at them So, |

mean, is it possible? Sure. Is it likely? No.

126 Q Did you review any of these files?

A In terns of its content?

127 Q  Yes.

A No.

128 Q So you have no know edge of
whet her or not they're confidential?

A Even if | did, | would have no
basis to state whether or not they were
confidential. So the answer is no.

129 Q Ckay. Can we turn to your Exhibit
E? So | note that -- starting with record 255. Do
you see it? It's the files in the Z drive.

A Mm hnm

130 Q Whay does this list contain files
with DA ?

A Vell, to me, that tells me that Z
Is a network drive on the Cat Capital system So
on the drive Z, whatever server that is, there's a
folder called Docs. There's a -- within that Docs
folder, there's a folder called Credits, and within

(@ NeesoniAssaciates (416 4157755 (558 5256658


http://www.neesoncourtreporting.com

© 00 N oo o B~ O w N

N N N N N N P P P PP PR PR
g b~ W N P O © 0 N OO O b W N +—, O

The Catalyst Capital Group Inc. v.Brandon Moyse et al

MUSTERS, MARTIN on August 01, 2014

131

132

133

134

that Credits folder, there's a folder called DG
and then the file nane.

Q It's nmy informati on that DdQ
refers to Data Group Limted.

A Ckay.

MR WNTON: Were is that infornation
fronf?

BY MR, TETREAULT:

Q It's in one of the docunents that
we produced, but anyways, so do you have any
evi dence that --

MR. WNTON:  Which docunent? |'m
sorry, | didn't -- | haven't seen it, and | just
want to make sure that it's in the evidence from--
t he docunent is actually in the record or else you
can introduce it as an exhibit, but I don't --

BY MR TETREAULT:

Q It's in the Affidavit of
Docunents, but I'Il nove on. So do you have any
evidence that D@ refers to Masonite?

A | have no -- no.

Q So other than the files that are
fromthe Z drive, the rest of the files are
different fromthe rest of the -- the other files

in your affidavit, because it shows that they're
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fromM. Myse's Dropbox, not fromCatalyst's
system correct?
A Sorry, you have to start over

again with that question.

135 Q So in all the other exhibits to
your affidavit, --

A Yes.

136 Q -- it shows, you know, the Z drive
or the Ndrive --

A Yes.

137 Q -- showi ng that they were accessed
in Catalyst's system

A Yes.

138 Q But these files from Dropbox are
not files that were contained in Catal yst's system
correct?

MR, WNTON: O her than these Z drive
ones.

THE DEPONENT: Sorry, | just need to
under st and your question better, because we were
tal ki ng about record No. 255.

MR, WNTON.  Yeah, we're not talking
about that.

BY MR, TETREAULT:

139 Q We're not tal ki ng about those now.
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140

141

142

A Sorry, then -- that's why | was
focused on that. So forgive me for -- so these
other -- well, there were sone files at the top.

Q Ri ght.

A Starting at 16 that reference
Dropbox, and there were other files that don't
reference Dropbox. So again, forgive ne, | was
focused in on sonething else, so |I'munsure of your
questi on.

MR WNTON. | think you may have
answered it. You acknow edge that there's sone
that refer to Dropbox.

THE DEPONENT: Yes, and there's sone
that aren't.

BY MR, TETREAULT:

Q So do you have any evi dence that
Brandon accessed files related to Masonite on
Catal yst's systen?

A Vell, if | take -- |'mjust
pi cki ng one at random 8853.

Q 8853. Ckay.

A | did not review the content of
it, but based on the fact that it says
Masonite. pdf, we'll assune that it's related to

Masoni t e.
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144

145

146

147

Q But the path nmean says Dropbox?
Correct.
And it's froma C drive, so --

Correct.

o > O >

-- that would be -- wouldn't that
file be in M. Myse's Dropbox rather than in
Catal yst's systen?

A Correct.

Q So ny question was, do you have
evi dence that Brandon accessed the files related to
Masonite from Catal yst's systenf

A Ch, I"'msorry, I"'msorry. Ckay,
now | have it. |If you're asking -- so let nme tel
you what | know, and let ne tell you what | don't
know.

Q Ckay.

A What | know is that there's a file
call ed Masonite.pdf in Brandon's Dropbox. |If
you're asking nme do | know the origin of that file
and where it cane fromand whether that file
Masoni te. pdf exists on the Catalyst Capital's
servers, the answer is | don't know. The reason |
don't know is because | did not try to -- first of
all, it was never part of ny scope to review all of

t he docunents on Catal yst Capital's servers and try
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148

149

150

to match themto the docunents here.

Q And i f Brandon had accessed
Masonite files existing in Catalyst's Z drive or N
drive, it would have been captured in your image;
correct?

A No, not necessarily correct, and
|'mglad you brought that up. A lot of these
records are recovered fromwhat's call ed
unal | ocated space. So the files that we have are a
subset of the files that were accessed.

If you're asking ne is this Iist 100
percent accurate, absolutely not, because the
nature of a computer is such that it rewites or
overwites on allocated space. So having said
that, we're able to recover -- nyself, any other
forensics expert, is able to recover a subset of
those files. So if you're asking me if this |ist
Is conplete, no. Is it a subset? Absolutely.

Q So just -- if we go back to record
255.

A Yes.

Q That's Brandon accessing -- going
into the Z drive, going into that specific folder.
So you are saying that -- do you have any evi dence

t hat Brandon went into a Masonite folder in
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154

Catal yst's drive? | think your answer is no.

MR. WNTON: | think he answered that
questi on.

MR, TETREAULT: Ckay.

MR WNTON: | agree he answered that
question with a no.

BY MR TETREAULT:

Q What evi dence do you rely upon for
your belief that -- sorry, you have no evi dence
that any of those files originated from Catal yst;
correct?

MR. WNTON: He's answered that, too.

BY MR TETREAULT:

Q So what evidence do you rely upon
for your belief that it is very likely that he
transferred those files to his O oud account?

A Vell, my evidence is that there's
a filed called Masonite.pdf-1 -- Masonite-1.pdf for
205, sorry, in his Dropbox account.

Q Ri ght.

A So we know that file exists or has
exi sted at sonetinme in his Dropbox account.

Q But is it fair to say you have no
evi dence that he transferred that file from

Catal yst's systen?
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A Correct.

Q Ckay. Can we turn to tab F?
These files relate to WND Mbile; correct?

MR WNTON: They've been redacted for
a reason. | don't think M. Misters knows what
file they -- looking at them now, but we agree they
relate to WND Mbile but had been deliberately
redacted fromthe record.

BY MR, TETREAULT:

Q Ckay. So what evidence do you
rely upon for your belief that it was very likely
that he transferred these files to his C oud
account s?

A Agai n, based on the access tines
bei ng cl ose together, in the absence of him copying
themto a USB drive, it is likely -- forgive nme for
bei ng redundant, but ny experience tells ne that
this pattern of contact is consistent with the
transferring of docunents to sonmewhere, sone ot her
device, and | refer to another device as a U oud
account or sonme other area, and it's very likely
that they were copied to a Box or Dropbox account.

Q |s part of the reason for your
belief that M. Myse did not have a work-rel ated

pur pose for accessing those files?
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159

160

161

A | woul d not know that.

Q At the time you swore your
affidavit, were you aware that M. Myse was
wor king on the WND Mbile file for Catal yst?

A | was not -- | want to answer that
specifically. No, | don't have -- it was never ny
determ nation to determ ne whether or not a
docunment, a project, or whatever was confidenti al
or not or that M. Myse should or shouldn't have
access to sonet hing.

My task was to provide information,
which | didin this affidavit. | nade no statenent
in ny affidavit saying, Oh, |ook, he accessed
sonet hing that he shouldn't have accessed. That
was beyond the scope of what | was asked to do.

Q Have you reviewed M. Myse's
expl anation for accessing these files?

A | did today.

Q | want to take you to -- | want to
show you evidence fromM. Rley's
cross-examnation. Specifically you can read from
question 422 to 427, but question 427 is actually
the inportant one.

A Ckay.

Q Ckay? So having read M. Riley's
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testinony in this cross-exam nation, does that
change your belief that it was very likely that he
transferred the files to his O oud account?

A Appendix Eis the one for the
WND; is that correct?

MR WNTON: Yes, that's right. No, F
maybe.

THE DEPONENT: F?

MR, WNTON: Yes, that's it.

THE DEPONENT: If | |ook specifically
at the docunents in Appendix F of ny affidavit, |
note tinmes of 8:39:09, 8:39:14, which is six
seconds apart, 8:39:46, which is 32 seconds apart,
8:43, which is roughly four m nutes apart, 8:48
which is roughly five mnutes apart, 8:55, which is
roughly seven mnutes apart, 9:02, which is roughly
seven mnutes apart, and 9:03, which is roughly one
m nute apart.

So if you ask ne logically for
sonething that's five mnutes apart, | totally
agree wwth you. |If you ask ne for sonething that
IS six seconds apart, five seconds apart, |
di sagree with you. So | can't see how soneone --

' m | ooking at the very first entry, soneone can

open up an Excel spreadsheet, literally open it up,
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163

164

| ook at it, nmake some sort of decision, close it
and have the next one open five seconds |ater.

BY MR TETREAULT:

Q Correct me if I"'mwong, but this
i st doesn't say when the docunent was cl osed.
It's only when it was accessed; correct?

A You rai se an interesting point,
and the question is was it accessed -- when does
M crosoft update the access tinme, when it closes it
or when it opens it, and that's a good questi on.
|'mnot sure that | know the answer to that off the
top of ny head.

Q So I'mgoing to read question 427
agai n.

A Sure.

Q So:

"Q So |l put it to you that

Brandon' s expl anation seens

reasonabl e, does it not, that he

woul d have had to open a nunber

files and quickly reviewthemto

determne if they contained the

information that he was | ooking for

I f, as you say, there were nmany W ND

Mobi | e docunent s?
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A. Yes, | think that's a fair
coment . "
So despite the fact that M. Riley

seens to acknow edge that Brandon -- it's
reasonabl e, that Brandon's explanation is
reasonabl e, you still believe that it's very likely
that he transferred these files to his C oud
account ?

A ' manswering that question and
saying it's likely in sone cases, and it's not

likely in some of the other cases that |'m | ooking

at .
165 Q Vel l, |I'm speaking specifically
about this case.

A Yes. No, no, no.

MR WNTON:. He was referring to the
fact -- just --

THE DEPONENT:  Sorry.

MR WNTON:. |'mjust going to try and
help him | think he was referring to the fact
that the longer tine periods, it could be an
accept abl e expl anation, but if | understood
M. Myse's (sic) earlier answer, for the docunents
where there were shorter intervals, he didn't
accept that. Okay?

( Neeson/rAssociates gl
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THE DEPONENT: That's exactly what |'m
sayi ng.
BY MR TETREAULT:

166 Q Did you review the Excel files at
the top the list?
A When?
167 Q When you were accessing -- or when
you were analyzing M. Myse's conputer
A Oh, if you asked nme did | |ook at
the content of these files, --
168 Q Ri ght.
A -- the answer is no.
169 Q Did you anal yze the files to find
t he netadata behind thenf
A W coul d spend an hour on that.
170 Q Specifically, the netadata behind
this file would showif M. Myse edited that file;
correct?
A There are -- it's not a sinple
answer, but |'mhappy to launch into it if you
W sh.
171 Q VWll, | nean, did you do an
exam nation to see if M. Myse edited any of these
files?
A There are -- I'mgoing to
(@ NeesoniAssaciates (416 4157755 (558 5256658
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use -- there are three areas that you can find data
as it relates to a file. There's -- every conputer

has sonething called a master file table, and think
of it as an index, and the index contains the file

name, the |ast access date, the |last nodified date,

the creation date. It also contains the date at
which the file access -- sorry, the nmaster file
table entry was updated. It also contains the

physi cal |ocation on the drive and so on. That's
one aspect of data.

There's the actual data, itself. It's
just where the fileis witten on the drive.
Certain types of files also have additional data
stored inside of the file. Mre comonly pictures
as an exanple, the canera, the geol ocation and so
on and so forth but where docunents and Excel
docunments al so have some data inside of those files
as wel|.

So when you refer to nmetadata, it's a
commonly m snonered termin that are we referring
to the netadata on the master file table or the
nmet adata i nside of the Excel spreadsheet? [|'m
going to -- so can you be specific in terms of what

nmetadata that you're tal king about?

172 Q Did you examine the file to
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determine if M. -- | nmean, M. Moyse's position is
that he was editing the -- editing the files. He
was creating a chart for -- "I was working on a

chart to include in an i nvestnent neno."

A Ckay.

173 Q So did you examne the files to
see if he actually edited the Excel files, because
presumably if he edited the Excel files, it would
support his position that he was creating a chart.

MR WNTON.  Are you ny wtness? Wy
don't you just ask himthe question?
BY MR TETREAULT:

174 Q So did you exam ne the Excel files

to see if M. Myse edited themon May 13th?
A No.

175 Q Way not ?

A Vell, first of all, when | wote
ny affidavit, | did not have the benefit of
M. Myse's explanation, nor did | have the benefit
of M. Riley's affidavit, and | wasn't asked to,
nor was -- there are literally a mllion files on a
computer. So to ask nme if |'ve done an analysis on
the specific file without being asked seens
unreasonabl e, so the answer is no.

176 Q Ckay. Exhibit G and al so
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paragraph 17 of your affidavit.

A Yes. | know it well.
177 Q So in your affidavit, you state:
“I'n my opinion that, based on

the pattern of conduct descri bed

above, Myse was very |ikely

transferring the docunents he

reviewed on March 28, April 25 and

May 13 from Catal yst's conputers to

hi s Dropbox or Box accounts,

al though | cannot say so

definitively at this tine."

So judging by this record, M. Myse
accessed the file on May 26th, which you did not
i nclude in paragraph 17. So |'mjust asking -- or
|'mjust wondering why May 26th is left out of your
explanation. Is it that you don't believe it was
very likely that he transferred that docunent?

A Because there's only two, there's
not enough to establish a pattern. So |'m
suggest -- if you're asking me two files, which one
appears to be a duplicate of the other in terns of
file nane, if 1've got that right -- so there's not
enough -- oh, access account 3. |Interesting.

There's not enough information to use

(@ NeesoniAssaciates (416 4157755 (558 5256658
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the words "based on the pattern of conduct." So |
believe -- 1'"mgoing by nenory, | believe that's

178

179

why | left it out.

Q So is it your belief that
M. Myse transferred this file to his Box or
Dr opbox account ?

A See, here's the problem W know
that files were transferred to his Box and Dropbox
account. \Wat we don't know is the extent to which
those files are, the nature of the confidentiality
of those files.

So having said that, it would seem
reasonable to me to -- based on what we know, it
woul d seem reasonable to ne to exam ne those ot her
devi ces where these things mght be so that we can
have an answer.

Q But that's not my question. So ny
question is specifically --

A | don't have enough information to
say yes or no on those two specific records. |
can't say is it likely that he did, | can't say is
it likely that he didn't. M answer was nore
specific to -- the pattern of activity on the
comput er woul d suggest that he has copied things to

Box and Dropbox. So to point out one file and say
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180

181

182

did that one file go is not a reasonabl e question
for me to answer, to give an opinion on. | don't
know. It could have, and it could not have. |
don't know.

Q Ckay. So based on the information
at the beginning of your affidavit with your
background, it seens that you have a | ot of
experience as a forensic examner, and |'mjust
wondering if you can expand on that a bit.

A Can you be nore specific?

Q Yeah, so how many cases woul d you
say you've been involved in where you' ve been asked
to determne if a person has taken information?

A |'ve been involved in probably
twelve or thirteen hundred forensic cases whose
nature spans fromcrimnal investigations to civil
litigation, such as this.

In ternms of -- | haven't done a
breakdown, so | can sinply say, froma civil
perspective, probably half of those cases woul d
generally fall into this type of litigation.

Q Al right, and in your experience,
have you noticed any patterns in how enpl oyees or
enpl oyees have take information?

A Very nmuch so. | actually have

(((\) Neesond7Associates WWw.neesoncourtreporting.com
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183

184

witten a few articles on what | call profiling,
whi ch seens to -- which tal ks to understanding the
behavi our of the user on the conputer to determ ne
their pattern of use.

So | can't remenber whether it was one
or two articles, but I've certainly witten an
article on that very subject.

Q So can you explain the types of
usual patterns where an enpl oyee or a person
Is -- has been taking confidential information?

A Well, it's a broad question, and
|''m happy to go into the various scenari os.
Dependi ng on the |l evel of sophistication of the
user, one type of user will just e-mail thensel ves
everything to their personal account.

Anot her type of user wll use an
external storage device. Sonme users wll literally
open up a docunent and print it and then take those
printed documents with them because it's harder to
detect, and sone clients use Dropbox and ot her
C oud- based services, and the nost sophisticated
ones Wl use sone formof encryption.

Q So the files that -- or the paths
that you point to in your affidavit, those files

were accessed on March 28th, April 25th, My 13th
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185

186

and May 26th; correct?

A "Il take your word for it.

MR WNTON: Isn't that what it states
in his affidavit?

BY MR, TETREAULT:

Q Yeabh.

A Yes.

Q M. Myse denies inproperly
transferring of the files, but assumng for a
nmoment that the chain of events in your affidavit
Is true, he would have -- M. Myse began speaking
to West Face on March 26th, that's not in dispute.

So two days after Brandon began
speaking to West Face, he accessed three- to
si x-year-old newsletters and transferred them but
nothing else to his Coud account. Then a nonth
| ater, he | ooked at Stelco files, which were then
six years old, transferred themto his C oud
account and nothing el se. Then he waited another
three weeks and | ooked at files related to WND and
transferred those but nothing else, and then on his
| ast day of work, he accessed sone neeting notes.

Doesn't that seem|ike an unusual
pattern for someone who is taking confidential

i nformati on?
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187

188

R F MR WNTON: | object to the question.
| think you haven't established that's the only --
those are the only docunents that are -- that were
possibly transferred. These are specific instances
t hat have been recorded upon but in no way are they
represented by Catal yst as the only instances.

MR, TETREAULT: Well, what other
docunents are you relying upon?

MR WNTON:.  We're not relying upon
any. That's why we're seeking to look at his
devi ces.

BY MR TETREAULT:

Q Ckay. So you have no evidence --
I f he has no evidence that he took any other -- |
nmean, in your experience, is that unusual -- is
that an unusual pattern for sonmeone who is taking
confidential information?
R F MR WNTON. | don't think you shoul d
answer that question. First of all, it's built on
a faulty premse, and it's not one that we accept.
So I"'mgoing to instruct the witness not to answer.

BY MR TETREAULT:

Q | n your experience, if a person is
taking confidential information, would they

normal |y transfer a | arge anmount over a short
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period of tine?

A Do you want ne to answer?

MR. WNTON: Yeah. No, | haven't
objecting toit. Yes. | don't want -- it's not
what | want or don't want. | haven't objected to
it, so you should answer.

THE DEPONENT: All right. Thank you.
Different people fit different profiles. There's
not one shoe fits all, and when | anal yzed
M. Myse's conputer -- and | think ultimately, if
| can draw any statenent to present to this forum
it would be that in the exact profiling that you
tal ked about, does this profile fit for soneone who
Is taking information fromthe conpany, and based
on what | saw, the answer is yes, and that's
exactly why | said what | said in 17, but let ne
even go further and say -- this is No. 18. [|I'm
j ust readi ng.

"I cannot concl usively

determ ne whether Catalyst's files

were transferred by Myyse to the

Cl oud Services and then fromthe

Cl oud Services onto any ot her

conputer or electronic device, such

as an i1 Pad, w thout access to those
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t hose conputers and/or devices."

Does M. Myse fit the pattern of
taking information, and | asked nyself that
question during this -- when | was doing this
anal ysis, and the answer is yes, he very much fits
that profile, and that's why | made those two
statenments in 17 and 18.

So does he do it a little bit here and
alittle bit there or a lot here and a lot there,
he fits the pattern. He junped at nme and fit the
pattern. That's ultimately what | wanted to say.

189 Q Can | turn you to Exhibit A of
M. Riley's supplenentary affidavit?

MR WNTON:  This is the affidavit
dated July 14th, sworn July 14th?

MR TETREAULT: Yes.

MR. WNTON:  Yes. Exhibit A
M. Misters's report?

MR, TETREAULT: Yes.

MR, WNTON.  Ckay.

BY MR TETREAULT:

190 Q Did you create the report?

A | did.

191 Q And what information, direction or

I nstructions were you given?
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192

193

194

195

A Can | do an analysis of this
Bl ackBerry and extract all information fromit.

Q And who gave you those
I nstructions?

A M. Wnton.

Q WAs there anything in witing?

A No, it was verbal in a conference
room

Q Wiy did you forensically exam ne
his work conputer on June 21st but the phone on
July 2nd?

A | was back in the office on July
2nd. Do you mind if | pull out -- well, actually,
does anyone have a cal endar?

MR WNTON: July 2nd was a Wednesday,
| can tell you that.

THE DEPONENT: Ckay. | recall being
back in the office on July 2nd and being presented
with a BlackBerry and asked to analyze it.

BY MR TETREAULT:

Q WAs it a separate retainer from
exam ni ng the work conputer?

A | didn't look at it as a separate
retainer. | looked at it as part of the sane

engagenent .
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196

197

198

199

200

Q | guess ny point is were you
originally asked to only exam ne the work conputer
and then at a |ater date asked if you could al so
exam ne the phone?

A Yes, because when | recall -- |
recall showi ng up on Saturday to neet with
M. Wnton at the Cat Capital offices, and there
was no Bl ackBerry present, so obviously a few days
| ater | renenber being in the boardroom and being
presented with a BlackBerry and asked if | could
extract all of the information fromthe Bl ackBerry.

Q Ckay.

MR WNTON:. He's referring to a
boar droom at our office.

THE DEPONENT:  Yes.

BY MR TETREAULT:

Q So whil e Brandon had work e-mails
connecting to his BlackBerry, those e-nails would
ultimately be stored on Catalyst's server; correct?

A | f you're tal king about his work
e-mai | account, --

Q Ri ght.

A -- then -- they don't necessarily
have to be, but logically, the answer woul d be yes.

Q And | guess -- | nean, it's
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201

M. Myse's evidence in his responding affidavit
that he didn't have personal e-nmil attached to the
Bl ackBerry, but | guess you would not have any --

A | have no evidence to suggest --
or | have no evidence or information to say yea or
nay to that.

Q But the answer woul d be the saneg,
| suppose, that while an e-mail account nmay have
been connected to the Bl ackBerry, ultimately those
e-mail s exist on another server sonewhere, whether
it's Hotmail server or Gmail server?

A Ckay. No, and I'm happy to
explain. |If you're tal king about his Catalyst
Capi tal account, then | wll -- | would be shocked
if all of the e-mails did not traverse through both
the Catal yst Capital server and the BlackBerry, if
you're tal king about his Catalyst Capital.

If you're tal king about other e-nmail
accounts, those other e-nmail accounts would |ikely
have been |ocal to his BlackBerry and Catal yst
woul d have no know edge of them That al so applies
to SM5 text nessaging, MVE multinedia text
nmessagi ng and BBMs as in Bl ackBerry nessagi ng.

None of that information would be -- and contacts

may or may not be synchronized to the exchange
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server. | could set up a contact on ny
Bl ackBerry --
202 Q Ri ght.
A -- that is not tied to the

exchange server.

203 Q | ' m speaki ng specifically about
e-mail s.

A Wll, and | just want to narrow
you to the Catalyst Capital e-mail?

204 Q Ri ght.

A Yes, we both agree.

205 Q But if he had his Gmil connected

to the BlackBerry, --
A. Yes.

206 Q -- when he wi ped his Bl ackBerry,
it wouldn't delete his Gmail account, his e-mails
contained in his Gmil account?

A More than likely not. |t depends
on whether or not you set it up as what's called
POP or | MAP, and | MAP actually synchronizes to the
original host. | have no idea how he set up his
e-mail .

207 Q So he -- sorry.

A VWll, | would think he woul d be a
fool to wipe his personal Gmail account by w ping

(@ NeesoniAssaciates (416 4157755 (558 5256658
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his Bl ackBerry.

208 Q So it's fair to say that even
t hough M. Myse reset his BlackBerry, Catalyst
woul d still have access to Brandon's Catal yst
e-mails; correct?
A That would be a fair statenent.
209 Q And, in fact, you've included a
screen shot of one of Brandon's Catalyst e-nmails in
your report?
A Yes.
210 Q Can | turn you to Exhibit B of
M. Riley's supplenentary affidavit?
A Ch, M. Rley's supplenent --
211 Q No, that's it. That's what |
want .
A Ch, sorry.
212 Q Did you have any invol venment in
retrieving those e-mails?
A These e-mails?
213 Q Yes.
A Yeah, a hundred percent.
214 Q So those e-mails include e-mails
in-- as far back -- well, including 2013; correct?
So how far back did you | ook?
A The -- on the local machine, the
(@ NeesoniAssaciates (416 4157755 (558 5256658
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desktop conputer of M. Myse, is a PST file, and
t he program FTK processes that PST file and parses
out all available e-mail, including any avail able
del eted e-mail.

Now sone e-mail that's been del eted nmay
have been overwitten, so the deleted e-mail we
have or | was able to recover is a subset thereof.
Was | able to recover some deleted e-mail? Yes.

So anything that -- anything that was on -- inside
that PST file on his desktop, | certainly had

avail able to ne.

215 Q Sorry, when you say del eted
e-mail, deleted from where?

A If you -- if you have Qutl ook, and
you delete an e-mail, it goes into your del eted
folder, and then if you delete it fromthere, it
goes into basically the unallocated space inside
this PST file, and dependi ng on how active your PST
fileis, FTKis able to recover sone of that
del eted e-mail.

216 Q Did you analyze M. Myse's e-mil
activity on Catalyst's sever?

A On the server, itself?

217 Q Ri ght.
A | was not provided the e-mail on
( Neeson/rAssociates gl
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218

219

220

t he server because theoretically | would have nore
e-mail on the PST file than would be available in
t he exchange PST file.

Q So how many e-mails did you find
of Brandon sending an e-nail to his personal
account? Are those the only ones?

A There are nore than these. | do
not recall an exact nunmber. | provided -- | do not
recal | an exact nunber.

Q And it's Brandon's evidence that
he would forward information to his personal
accounts in order to work fromhonme. Do you have
any evidence to dispute that?

A | wasn't asked to anal yze that.
So you're asking nme to anal yze the content of any
e-mai | and nake a determnation. | wasn't asked to
do that.

Q Ckay, subject to any answers
arising fromundertakings and the refusals, those
are my questions.

MR. WNTON. Thank you.

---\Wereupon, the cross-exam nation concl uded

at 3:31 p.m
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REPORTER S CERTI FI CATE

|, CINDY LI TTLEMORE, CSR, Certified
Short hand Reporter, certify;

That the foregoing proceedi ngs were
taken before nme at the tinme and place therein set
forth, at which tine the witness was put under oath
by ne;

That the testinony of the w tness
and all objections nade at the tine of the
exam nation were recorded stenographically by ne
and were thereafter transcribed;

That the foregoing is a true and
correct transcript of ny shorthand notes so taken.

Dated this 2nd day of August, 2014.
Cindy Littlemore
NEESON & ASSOCI ATES
COURT REPORTI NG AND CAPTI ONI NG | NC.
PER: ClI NDY LI TTLEMORE, CSR
(@ NeesoniAssaciates (416 4157755 (558 5256658
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